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A2 &= A 224, 22201 €A =07
error_log : [Fri Oct 19 11:24:04 2007] [error] ModSecurity: ModSecurity requires mod_unique_id to be
installed.

modsec_audit.log = Y Xl &3

Oledst 32 httpd.conf Ol A
LoadModule unique_id_module modules/mod_unique_id.so &2l

SecServerSignature= IISE HE 51| dF A =0, Z2E 6tH oIt HATZ X Z=017?

# lynx -head -source http://127.0.0.1/
# wget -S --spider http://127.0.0.1/
# curl --head http://127.0.0.1/

St

httpd.conf 0 A| ServerTokens Prod & Full 2 A7 5}0{0} &



JIEKISA X3 E

SecFilterSelective REQUEST_URI "/include/writeW.phpW?dir=(ftp | http):"

SecFilterSelective REQUEST_URI "/include/print_categoryW.phpW?setup=1&dir=(ftp | http):"
SecFilterSelective REQUEST_URI "/zero_vote/error.phpW?dir=(ftp | http):"

SecFilterSelective REQUEST_URI "/outloginW.phpW?_zb_path=(ftp | http):"

SecFilterSelective REQUEST_URI "filename=W|"

SecFilterSelective REQUEST_URI "check_user_idW.phpW?user_id=<script>alert(documentW.cookie)"

=IIE

SecFilterSelective REQUEST_URI "/zero_vote/loginW.phpW?dir=(ftp | http):“
SecFilterSelective REQUEST_URI "/zero_vote/setupW.phpW?dir=(ftp | http): “
SecFilterSelective REQUEST_URI "/zero_vote/ask_passwordW.phpW?dir=(ftp | http):*

CC -

#Generic PHP remote file inclusion attack signature with command
SecFilterSelective REQUEST_URI "W.phpW?" chain
SecFilterSelective REQUEST_URI "(http | https | ftp)W:/" chain

SecFilterSelective REQUEST_URI|REQUEST_BODY "(cd|W;|perl |lynx |links |mkdir |cmd|pwd|wget |lwp-—
(download|request|mirror|rget) |id|uname| |net(stat|cat) |curl |telnet |gcc |cc |rm W-[a-z|A-Z])"

2.X Ol A= SecFilterSelective = Secrule



SecFilterSelective ARGS "-->" "msg:'XSS attack™
SecRule ARGS "-->" "msg:'XSS attack™
M SCIOIE{Of --> Bt SO{7tE SHS 2 g

mod_security-message: Access denied with code 403. Error processing request body: Multipart:
final boundary missing [severity "EMERGENCY"]

> DfUHZE A L8 2 1.9.x0| BF 2 | SecFilterScanPOST On =>Off

mod_security-message: Access denied with code 403. Pattern match
“:[[:space:]]*(Is]id | pwd|wget]cd)" at ARGS_VALUES("content") [msg "Command execution attack"]
[severity "EMERGENCY"]

= ttp://www.example.com/example.php?board=public&amp;id=1225 & &

- n - - (114
elective ARGS "alert[[:space:]]*\(

<SCRIPT LANGUAGE="JAVASCRIPT">
function openerTr()

{

alert("&< 0| AR & LI EH");

}
</SCRIPT>



SecFilterSelective ARGS "http-equiv*
<meta http-equiv="Content-Type*

SecFilterSelective ARGS "style[[:space:]]*=*
<style type="text/css">

SecFilter "\.\.Z7\.\."
SecFilter "\.\./\.\./"
SecFilter "/A\N./\N/N\N\NNN/"

1525 S ZTRIY0| X5 O g

# WEB-CGI technote main.cgi file directory traversal attempt
SecFilterSelective THE_REQUEST "/technote/main\.cgi" chain
SecFilter "\.\./\.\./"

# WEB-CGI technote print.cgi directory traversal attempt
SecFilterSelective THE_REQUEST "/technote/print\.cgi" chain
SecFilter "\x00"



Message: Warning. Operator EQ match: 0. [id "960008"] [msg "Request Missing a Host Header"] [severity
"WARNING"]

HEAD / HTTP/1.0
Accept: */*
User-Agent: WhatsUp Professional/1.0

modsecurity_crs_21 protocol_anomalies.conf
SecRule &REQUEST_HEADERS:Host "@eq 0" \

"skip:1,log,auditlog,msg:'Request Missing a Host Header',,id:'960008',severity:'4"
SecRule REQUEST_HEADERS:Host ""$" \

"log,auditlog,msg:'Request Missing a Host Header',,id:'960008',severity:'4™

SecRule &REQUEST_HEADERS:User-Agent "@eq 0" \

"skip:1,log,auditlog,msg:'Request Missing a User Agent Header',,id:'960009',severity:'4"
SecRule REQUEST_HEADERS:User-Agent ""$" \

"log,auditlog,msg:'Request Missing a User Agent Header',,id:'960009',severity:'4™
SecFilterSelective HTTP_Host ""$" (1.9.x)
& : counting the number of variables
(1) Otofl 340l User-Agent7t &= A<
(2) 3llH0il User-Agent= UX[BHO|O[E{ 7} Qe EF



Message: Access denied with code 400 (phase 2). Pattern match "A[\\d\\.]+$" at
REQUEST HEADERS:Host. [id "960017"] [msg "Host header is a numeric IP address"] [severity
"CRITICAL"]

= S0QI0l Ot IP =2 E5A1 £

modsecurity crs_21 protocol _anomalies.conf

SecRule REQUEST_HEADERS:Host "*\d\.]+$" "deny,log,auditlog,status:400,msg:'Host header is a
numeric IP address', severity:'2',,id:'960017","

|



Message: Warning. Match of "rx ~[a-z]{3,10}WWsx(?:WWw{3,7 } ?WW WW/WW/ [ WWwWWW-
WL W ] ) 2 7WW/ [ WWWWWWWY -

WW.WW/ ~%:@&=+$,: ] x(7:WW? [WWS] *) ?2?2WWs*htt p W/ WWdWW. Wwd$" against
"REQUEST_LINE" required. [id "960911"] [msg "Invalid HTTP Request Line"] [severity
"CRITICAL"]

SecRule REQUEST_LINE "I"[a-z]{3, 10 }Ws*(?:Ww{3,7 }?W: W/W/ [ WwWW—-W.W/]*)??W/ [ WwW-
W W/ ~%: @&=+$,;1*(7:W? [WS]*)??7WsxhttpW/WdwW . Wd$" W

"t:none,t:lowercase,deny,log,auditlog,status:400,msg:'Invalid HTTP Request
Line',,id:'960911',severity:'2""
==> GET /1181633664worldhistory(McGrawHill)cover.jog HTTP/1.1
QF 20| IO0ILE Cl2ER| OIZ20 ()JF ZL&t= AR = Zet(space)0l Y= AR

o



SZ & IPOl oAM= Z2LIEHE otX &= M

SecRule REMOTE_ADDR ""192W.168W.1W1003"
phase:1,nolog,allow,ctl:ruleEngine=0ff,ctl:auditEngine=0ff

* EX CHCN(CI2NER]) 0 CHol A= modsecurity & &S ol Mot DA+ & M
.htaccess
SecFilterEngine Off # J|& A& S& AR

SecFilterScanPOST Off # POST A2 =X
SecFilterCheckURLEncoding Off # URL 122 M2 =X

.htaccess Ol # O US 2R 500 error)t LMIIBZ I EAIEY AR
MHIAD E X S = U0 2 FA(#) B2 BI|oHA|l 2Z0t0F &

Z=9] : modsecurity 2.x HlMd= .htaccessE X0tk &S




phpmyadmin At A|, X 2|50 X} e of

SecRule REQUEST_URI ~/phpMyAdmin phase:1,allow,ctl:ruleEngine=off &=
<LocationMatch "~/phpMyAdmin/">

SecRuleEngine Off
</LocationMatch>

=& &S F4 X6t 1 disableot AL & [T
Message: Warning. Pattern match
"(2:\\b(?:\\.(?:ht(?:access| passwd | group) |www _?acl) |global\\.asa | httpd\\.conf|boot\\.ini)\\b ]\\/etc\\/)" at

REQUEST_FILENAME. [id "950005"] [msg "Remote File Access Attempt. Matched signature </etc/>"] [severity
"CRITICAL"]

SecRuleRemoveByld 950005 = £9] M1 2|
& (0] :modsecurity crs 80.conf)0| A5} of &

<VirtualHost 192.168.1.4>
ServerAdmin webmaster@example.com
DocumentRoot /home/example/public_html
ServerName example.com
SecRuleRemoveByld 950005

</VirtualHost>



apache—Error: [level 3] File does not exist: /var/www/html/favicon.ico

=2 MEot= £F)

— =2 O

SecAuditLogRelevantStatus "~[45]"

2T £2F)

SecAuditLogRelevantStatus "“(?:54Wd["4])“ € 404= E

Fe

= &

gol
>I 40

o = Otet0le ol 8201 &£
0ol :/list.php?page=&addri=Zt= T &grade=S =t il......

Message: Access denied with code 400 (phase 2). Invalid Unicode encoding: invalid byte

value in character. [id "950801"] [msg "UTF8 Encoding Abuse Attack Attempt"] [severity

"WARNING'"]

SecFilterCheckUnicodeEncoding Off
SecFilterForceByteRange 0 255(7|&2%})
@validateUtf8Encoding, @validateByteRange, (2.x)



SecFilterDefaultAction "pass,log” & 8&8dl & XEE = 0|K?

SecFilterSignatureAction "msg:'Command execution attack'"
SecFilterSelective ARGS_VALUES ";[[:space:]]*(pwd|wget|curl)” 2 20| & & Al &M,

=2 &44H)
SecFilterSelective ARGS_VALUES ";[[:space:]]*(Is|id|pwd|wget|cd)" "msg:'Command
execution attack'"

SecFilterSignatureAction2l J[=240]| log,deny,status:403 0|2 =

(1) SecFilterSignatureActionsS AIZ0HXl 2Lt
(2) SecFilterSignatureAction "log,pass,msg: 'Command execution attack ' 2 20| B4 &

12
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/= ModSecurity Console - Windows Internet Explorer

A

9| Xl =2 ) eH(web+DB)

I}

& - Bt/ vnont.co.kreasy

3] ] [Googe

mEE BEE 22 SARIA EAHD Es2HH)

v o I%ITIE Web Security Blog: Mad. ., | ModSecurity Console ]g http://pop3.tt.co ke /t-bi. ., ]_I

- = - [ HORE -

" ModSecurity Console

Home Alerts Sensors Transactions

Sensor Overview

Sensor Last Alert Timestamp Active Aleris
2007-04-24
alpha1 201557 680

Recently Observed Transactions

TxID Date/Time  Source Hostname/URI

There are no recently observed transactions.

Administrative Events

Date/Time Message
2007-04-24
175310 New sensor added: alpha1

Reports  Administration  About

Activity Today

Highest Severity 400

BREA

Console: Today

@ CrIT (2)

oo:o0

06:00 1z2:00 18:C

E Transacrions Ealerts

Activity This Week

Console: This Week

Severity

@ noTice




# tar zxvfp modsecurity-console_1 0_2 unix.tar.gz
# cd modsecurity-console

# ./modsecurity-console

No suitable Java Virtual Machine could be found on your system.
The version of the JVM must be at least 1.4.

Please define INSTALL4J JAVA HOME to point to a suitable JVM.
You can also try to delete the JVM cache file /root/.install4j

http://java.sun.com/ OIA jdk1.5 CIR2& & & X
# ./jdk-1_5_0_09-linux-i586.bin € 2E{DF Q|=

Ofl 21 BHl AL K]

# export INSTALL4J_JAVA HOME=/usr/local/src/modsecurity-console/jdk1.5.0 09

# ./modsecurity-console start € 8886/tcp 2| & &0l

1

4



Sensors => Add Sensor 22!

/= ModSecurity Console - Windows ... |:||§||X|

@ » |E http//pop3ttco ke v |§||z| Gongle

oFE(F) HEE 2N EHENWA EAO R o»

* & [E[[<Emo. x| | @ "

]

Home  Alerts Sensors Transactions Repo

Add sensor

Sensor details

*Usemame: falphal

*Type: |M0dSecurity for Apache V|

IP Address: [218.236.43.248 |

If provided, sensors will only be able to post fro

Description:

Sensor credentials

*Password: jessssess |

< J 3

httpd.conf Ol Ot & =D}

SecAuditEngine RelevantOnly

SecAuditLogRelevantStatus "“(?:5]|4Wd["4])"

SecAuditLogType Concurrent

SecAuditLogParts ABCDEFGHZ

SecAuditLogStorageDir /usr/local/apache2/logs/data/

SecAuditLog /usr/local/apache?2/logs/modsec—audit.log

SecAuditLog "|/usr/local/apache?2/bin/modsec—auditlog—collector.pl W
/usr/local/apache?2/logs/data/ /usr/local/apache2/logs/modsec—audit.log'

http://xXxX.XX.XX.xX:8886/static/modsec-auditlog-collector I} X &t

@ TEY CE % -

{/

my $CONSOLE HOST = "218.236.xXX.XxXX";
my $CONSOLE_PORT = "8886";

my $CONSOLE_USERNAME = "alphal";
my $CONSOLE_PASSWORD = "sensorl";



The licence key is missing, invalid, or expired. Please configure a
valid licence key to unlock the full functionality

License

Flease correct the errors highlighted below to proceed.

https://bsn.breach.com/ H %= Licensing 28510 &=

Licensing

Your licences are listed below:

ID Description Type Issued On Valid Until Actions

1685  ModSecurity Console Free Community Licence MSC/FREE 25 Qctober 2007 - Download

U=z SHO|MAE HOO|E AH



LSOtLS1CRUdJTiIBGSUXFLSOtLSOKcHIVZHVjdEShbWUgPSBNb2RTZWN1cml0eSBDb25zb2xICnBy
b2R1Y3RWZXJzaW9ulDOgMS4wL jIKcHIVZHVjdFVyaSA9IGhOdHAGLY93d3cubW9kc2VjdXJpdHku
b3JnL3Byb2plY3RzL2NvbnNvbGUvVCNBYb2R1Y3RWZW5kb3IgPSBCcmVhY2ggU2VjdXJpdHKKcHJIv
ZHVjdFZIbmRvclVyaSA9IGhOdHAGLY93d3cuYnJIYWNoLmMNvbQoKbGIjZW5jZURIc2NyaXB0aW9u
IDOgTW9IkU2VjdXJpdHkgQ29uc29sZSBGemVIIENVbW11bml0eSBMaWNIbmNICmxpY2VuY2VHZWS5I
cmFOZWRPbiA9IDIWMDcvMTAVMjUKbGIjZW5jZVZhbGIkVW50aWwgPSA50Tk5LzAxLzAXCgpsaWNI
bmNIZU5hbWUgPSBUb2RheQpsaWNIbmNIZVVyaSA9IGhOdHAGLY9jb2Z3LnROLMNvLmtyLwpsaWNI
bmNIZUVtYWIsIDOgYW50aWhvbmdAdHQuY?28ua3IKICAgICAgICAKYWxsb3dIZFNIbnNvenMgPSAz
CiOtLSOtQkVHSU4gUOIHTKFUVVJFLSOtLSOKTUN3QO0ZIdjduUGxPUjImMMIJEMTJIGL300LOhhWHAT
amlBaFJYeVIhMXF4ZncvdFRRcFQYTKIQOXNZRy81VOE9PQOKLSOtLS1FTkQUOIHTKFUVVJIFLSOt LSOK

Console A7 £ 0| = modsec_audit.logZt Ct= 2} 20| 2 ¢

cofw.tt.co.kr 192.168.69.32 - - [26/0ct/2007:17:52:28 +0900] "GET /etc/passwd HTTP/1.1" 501 293 "-" "-"
eG72FdrsKkOsAAEbNnCVWAAAAH "-" /20071026/20071026-1752/20071026-175228-eG72FdrsKOsAAEbNCVWAAAAH O
1282 md5:23776c01b2680eccc120209a4b7e2300

/var/log/httpd/data/20071026/20071026-1752/20071026-175228-eG72FdrsKOsAAEbNCVWAAAAH

1

-



nsole - Windows Internet Explorer

dSecurity

Gﬁ%} - E hitpi//pop3.tt. oo, kriBA56/ view Transaction x| d=2054 VH&' |i| |Goog|e ||PI'|
IHE(Ey EEE) 220 SHFEINA D S
— S i »
e & [ggH Web Security Blog: Mod.., ]E MadSecurity Consale 3 [ghup://popa,u,co,kr/u-bi,,, ] ] & - & - [ HOIFP) » £ TH0) -
-]
HTTP Transaction: 2084 (2007-04-24 20:35:24)
Alert Messages Transaction|D 2084
Sensor | alphalfzis.228.42.248
M Sl i SensorTxID  LnoepdWvQjlAABS QAQEAAAAR
SOL Injection Attack. Matched signature <or 1== Warning. Pattern ) 2007-04-24 20:35:24
match “(2:\b(?:(?7:5(?:electib(?-{1,100}2\b(2:(?:length| count|top b rnesEmpy| - 694 20:25:24)
. {1,100} ?bfrom|fromiib.{1, 100} ?bwhere)|. *?Wb{?:d i
1 950001 CRIT (2 ) Duration = 66.61 msec
0 ’ (F:urnpiib *Wbfrom|ata_type)|(?:to_(?:numbe|cha)linst)r))p_(?:
(*:addextendedpro|sglexe)c|(?:cacreat|prepar)e|execute(?:sql)? s 743:Nx;- =
|makewebt .." at ARGS:pop3pass. ouree Korea, Republic of
Destination = 218.236.43.248/ 80
Request Details Server  Apache/2.2.4 (Unix)
Froducer = ModSecurity v2.1.1 (Apache 2.x)
POST /tt-bin/spam.cgi HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockw I = RAWdatadownloadIZUMbyteS)
ave-flash, spplication/vnd.ms-excel, application/vnd.ms-powerpoint, aspplicationsm °\
aword, */* L
Referer: http://pop3.tt.co.kr/tt-bin/spam.cgi
Accept-Language: ko AlertlD = 2076
Content-Type: application/x-www-form-urlencoded
UA-CPU: %26 Status  Open
Accept-Encoding: gzip, deflate Resolution |N0t resolved _V|
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NI 5.1)
Host: pop3.tt.co.kr Category |Undetermined _V|
Content-Length: 57
Connection: HKeep-Aliwve
Cache-Control: no-cache Comment
Cookie: cocguid=20070420171320£72becdadi30012b; cc3e3sion=20070424161932572becdast
&l0000; X2VID=Z462DD95507CET; JSESSIONID=3af8f5f4%4nva; POF3USER=
) ) ) [L.Ip-date] [ Update & Close J
ml:nde:lihlr.el.lstAuth&prSuser:adlun%Z?&BDBSEss=+Dr+l%3D1—— XJ
< 10 ] >
r I L [ =IE | 00% -
=

18



—. SecAuditeEngine On = RelevantOnly

—. SecAuditLogRelevantStatus ""[45]" = "*(?:5|4Wd["4])"
—. modsecurity—auditlog—collector = mlogc

—. modsecurity—console A3 & E 0|
—INSTALL4J_ADD_VM_PARAMS="-Xms128M —Xmx512M
AMEIISst HEZ22IE AIEAl 128M, =IH 512ME Al &t

19



—. ™ application0l= LE2 U= = JULH.

—. ZJ|0l= DetectionOnly 2=2 A0l OF SHCI.

. f’é* =0l QE*OI ULt E XXM E A HoHH & OIE 28 (false negatlve)

—. 27(log)0ll QI HZ B0l UL,
(Brof SH3H 20 MGl 20X & Z2)> SH ZA0 4HMZIE 2 4 US

SecRule REMOTE_ADDR "N192W.168W.10W.69%" phase:1,log,pass,ctl:debuglLogLevel=9
SecRule REQUEST_URI "~/path/to/script.pl$" phase:1,log,pass,ctl:debugLogLevel=9

=
=3
-
@
@
—
> 2
R
%
x
Ir
H
o
E
]
N

hlarlklictinanat
MNIAQUNIIOU \' Cua

0H £ Ato|of MM (0l :modsecurity_crs_10_white.conf)
~N \

M x| 2HOl : modsecurity_crs_60_black

z
@
N’
2T
Fu
ol
=
R
rr

nf
AUVN.UUI ||}

- AMlst 2 1M H 2 performance impact & 7ts
0l)-. snortS 29| E(rule)’é“g-) X
- Iﬁ.ﬁl/\lo O|RE—1—| 2"
SecRule REQUEST_URI “filelW.cgi”
SecRule REQUEST_URI “file2¥.cgi”

:> SecRule REQUEST URI “(file1]file2)\.cgi”



#Specify the local directory for collection storage
SecDataDir /path/to/apache/logs/state

# Initiate a collection based on the source |IP address
SecAction initcol:ip=%{REMOTE_ADDR},nolog,pass

# Increase the IP collection score based on filter hits
SecRule REQUEST_FILENAME “/cgi—-bin/phf" pass,setvar:ip.score=+10
SecRule REQUEST_FILENAME “cmd. exe” pass,setvar:ip.score=+10

LINMD “TOANCE” mnAace cnhv/ari;m oa~~ra—
IAYAW) II'\/'\\./E praoso, bULVclI I}J oLUIC—

U‘I

ovclLnulc NCE\WULOo

# Evaluate the overall IP collection score
SecRule IP:SCORE "@ge 30°

SecRule ARGS|REQUEST_BODY |REQUEST _URI "Subject\:" chain
SecRule ARGS|REQUEST_BODY |REQUEST_URI "\s*bcc\:"



Modsecurity 1.x

Modsecurity 2.x

Inbound(Request body) /

Outbound(Response body) Xl &

Request header(phase:1)
Reqguest body(phase:2)
Response header(phase:3)
Response body(phase:4)
logging(phase:5)

apache 1.x o] &2
<IfModule mod_security.c>
apache 2.x2 3<%
<|fModule security_module>

<|IfModule security2_module>

SecFilterEngine

SecRuleEngine

SecFilterDefaultAction

SecDefaultAction

SecFilter, SecFilterSelective

Secrule

SecFilterScanPost

SecRequestBodyAccess

SecFilterScanOutput

SecResponseBodyAccess

2

2



Modsecurity M1100
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—. ZJ|0l= 280 tHY], DetectionOnlyz2 &8 = 212 20
Customizingot (4 O &

—. DoS 22 S0|= iptables 0|20 E2CF 21X
2.2 0l HE W= =212 8&80] Jisgt geoip Jls M3

SecGeoLookupsDb /usr/local/geo/data/GeolLiteCity.dat
SecRule REMOTE_ADDR "@geolookup" chain,drop,msg:'Non—KR |IP address'
SecRule GEO:COUNTRY_CODE "l@streg KR"

/sbin/iptables —A INPUT —m geoip ! ——src—cc KR —j DROP
/sbin/iptables —A INPUT —p tcp ——syn ——dport 80 —m connlimit
——connlimit—above 30 —j DROP

- HYUUAES Saf 24 B

—. Modsecurity 3.00l A= apache



& Z . antihong@tt.co.kr
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